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Abstract

In the digital age, preserving faith in democratic systems w on the fairness and

openness of election procedures. This research presents the design of a blockchain

based electronic voting system that leverages the Practical Byzantine Fault Toler-

ance consensus mechanism and homomorphic encryption to ensure transparent and

tamper proof elections. Our system addresses critical security challenges, including

integrity, non-repudiation, confidentiality, authenticity, and authorization, making

it particularly suited for environments where trust is essential. [7]

The core of our approach lies in combining PBFT, which offers fault tolerance and

efficient consensus, with homomorphic encryption, which enables the secure han-

dling of votes without compromising voter privacy. Experiments were conducted to

evaluate the system’s performance, focusing on transaction throughput and block

generation time. The results indicate that our system significantly outperforms

traditional consensus mechanisms such as Proof of Work in both efficiency and

scalability.

Furthermore, this thesis outlines future work to address emerging challenges and

enhance the system’s capabilities. [8] These include the implementation of quantum-

resistant cryptography, sharding for improved scalability, using machine learning

methods for enhanced security, and ensuring cross-browser compatibility for broad

accessibility.

Overall, this research demonstrates that a blockchain-based e-voting system, for-

tified by PBFT and homomorphic encryption, can provide a secure and reliable

platform for conducting elections in the digital era. By advancing the develop-

ment of such systems, we aim to contribute to the future of transparent electoral

processes.



Chapter 1

Introduction

1.1 Introduction to Electronic Voting Systems

Electronic voting systems are platforms that allow voters to cast their votesw

electronically, either through dedicated voting machines or via the internet. [9]

The adoption of e-voting systems has been driven by the need to heighten the

efficiency, accessibility, and security of the voting process. Traditional paper based

voting methods are often slow and prone to errors, leading to delays in results and

potential disputes. In contrast, e-voting systems smoothen the process, enabling

faster ballot counting, reducing human error, and potentially increasing voter

turnout by making voting more accessible.

1.2 Historical Evolution of E-Voting Technologies

The evolution of electronic voting systems began with the introduction of mechanical

voting machines in the early 20th century, followed by the development of Direct

Recording Electronic (DRE) systems in the 1970s. [10] These systems allowed

voters to make their selections via a touchscreen or other input devices, with

votes being recorded directly into the machine’s memory. Optical scan systems,

introduced later, combined the reliability of a paper trail with the efficiency of

electronic counting, further enhancing the voting process. In recent years, internet-
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based voting systems have emerged, allowing voters to cast their ballots remotely

using a computer or mobile device. While these systems offer unprecedented

convenience, they also present significant security challenges, such as the risk of

cyberattacks, data breaches, and manipulation of results. These concerns have

limited the widespread adoption of internet voting, particularly in large-scale

national elections.

1.3 Blockchain Technology for Secure and Trans-

parent E-Voting

Blockchain technology is a digital ledger. It records transactions across numer-

ous computers in a manner that precludes retroactive tampering [9].It was first

developed as the basis for digital currencies such as Bitcoin. Blockchain technology

has the potential to improve election security and transparency in the context of

electronic voting. [11] By using blockchain, votes can be recorded in an immutable

ledger. Blockchain’s transparency allows independent observers to verify the ac-

curacy of the vote count, increasing trust in the election process. Blockchain can

also address concerns related to voter privacy and vote integrity. [12] Through

the use of advanced cryptographic techniques, blockchain can ensure that voter

identities remain confidential while simultaneously protecting the integrity of the

votes. Consensus mechanisms can be used to validate votes across the network,

ensuring that only legitimate votes are counted. Most blockchain-based electronic

voting systems use simple consensus techniques PoA and PoW, however they either

promote centralization or consume excessive amounts of energy [10].

1.4 Homomorphic Encryption and Blockchain

Blockchain Technology and homomorphic encryption has been used in together

to solve e-voting problems. But [13] has implemented a system where the non-

repudiation of the vote is compromised as the vote itself is not encrypted despite

2



the fact that the voter’s identity has been encrypted accordingly. The use of

homomorphic encryption to simplify the counting of votes is also a good idea. As

homomorphic encryption allows mathematical manipulation, adding the encrypted

votes will keep them countable. But confidentiality will be compromised if the

voter’s information is not safeguarded. This is the approach that can be encoun-

tered in [14]. A similar but slightly different approach can be seen in [15]. The

homomorphic characteristic is utilized here to count the votes without decrypting

each individual vote and the blockchain is also used as a second level of security

measure here for preserving votes. In the context of Bangladesh, achieving both

the privacy of the voter, the non-repudiation and integrity of the vote are also

essential which requires a different approach. The scope of homomorphic encryption

and blockchain combined is still at large in the e-voting system in the context of

Bangladesh.

1.5 Research Objectives, Scope, and Significance

The specific objectives of the research are:

1. To Analyze Existing E-Voting Systems: Examine the strengths and weak-

nesses of current e-voting systems, with a particular focus on security, trans-

parency, and voter trust.

2. To Investigate Blockchain’s Use in E-Voting: Look into how blockchain

technology might help address the shortcomings of the current electronic

voting systems, particularly in terms of enhancing security, safeguarding

voter privacy, and enhancing election process transparency.

3. To Implement a PBFT-Based E-Voting System: Develop a prototype e-voting

system that uses the PBFT consensus mechanism to achieve fault tolerance

and secure vote validation in a decentralized environment.

Determine any areas where the suggested system could be improved, and

make recommendations for future lines of inquiry and advancement in the

3



field of blockchain-based electronic voting.

While the principles of the study are broadly applicable, the research is

particularly tailored to the context of Bangladesh. The study considers the

specific challenges and requirements of implementing an e-voting system in a

developing country, including infrastructure limitations, voter education, and

political considerations. The study includes the design and implementation of

a prototype e-voting system. This prototype is used to validate the concepts

and techniques proposed in the research. The study entails assessing the

suggested electronic voting system’s effectiveness, scalability, and security.

Large-scale deployment and practical system testing are not included in

the scope, nevertheless. The study helps the ongoing development e-voting

systems by applying blockchain technology.This study has the potential to

improve election integrity and credibility by addressing the shortcomings

of the present electronic voting technologies. The study demonstrates how

blockchain technology can be applied to critical areas beyond finance, such

as e-voting. This expands the understanding of blockchain’s potential and

encourages further exploration of its applications in various fields. In the

context of Bangladesh, where the integrity of the electoral process is often

questioned, this research provides a framework for implementing a secure and

transparent e-voting system. The findings could have significant implications

for improving the credibility of elections in Bangladesh and other developing

countries facing similar challenges. The research takes forward future studies

in the field of blockchain-based e-voting. By identifying areas for improvement

and suggesting directions for further research, this study encourages continued

innovation in the development of secure and reliable voting systems.

4



Chapter 2

Preliminaries

2.1 Blockchain Technology [1]

2.1.1 Definition of Blockchain Technology

Blockchain technology is a digital ledger that records transactions on multiple

computers in a way that ensures the security. Blockchain functions in a p-p

network, where each member (node) has access to the complete ledger, in contrast

to conventional systems where a single entity controls the data. [16] Participants

can trust the system without having to trust one another individually thanks to

this decentralized method, which also eliminates the need for intermediaries. A

group of transactions is present in each of the blocks that make up a blockchain.

A chain is created by connecting these units in chronological sequence. A block

contains a hash of the one before it, which guarantees that once the information is

stored, it cannot be changed without affecting all following blocks, which would

require network consensus. [17] [18]

2.1.2 Components of Blockchain Technology

Blocks: The fundamental unit of a blockchain. A block contains a collection of

transactions. It also has a timestamp and a reference to the previous block. All of

them are important. The start block is known as the genesis block.
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Figure 2.1: Components of a Blockchain

Transactions

Transactions are the actions recorded on the blockchain. In the context of cryp-

tocurrencies, these are transfers of digital assets from one party to another. In

other applications, transactions could represent any data exchange, such as a vote

cast in an election.

Nodes

Nodes are the computers or devices that participate in the blockchain network.

Each node maintains a copy of the entire blockchain and can validate and propagate

transactions.

Consensus Mechanism

The method by which the network’s nodes concur on the legitimacy of transactions

and the sequence in which they should be appended to the blockchain. Different

blockchains use different consensus mechanisms.

Cryptographic Hash Function

An algorithm that transforms data into a string of characters. Each block holds

the hash of the previous block. This creates a secure link between them. If any

part of a block is altered, its hash will change, breaking the chain. [19]
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Figure 2.2: Types of Blockchain

Smart Contracts

Just like real-life contracts, they impose predefined rules and regulations. They

exist digitally and are initiated or voided automatically when the suitable conditions

are met.

2.1.3 Types of Blockchains [2]

Public Blockchains

These are open to anyone and fully decentralized, allowing anyone to join, partici-

pate, and view the transactions on the network.

Private Blockchains

These are restricted networks where only allowed participants can join. They can

then validate transactions. Private blockchains are often used by organizations

that require greater control over the network, such as in supply chain management

or enterprise applications. They offer faster transaction processing but are less

transparent than public blockchains.
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Consortium Blockchains

A hybrid between public and private blockchains. They are controlled by a group

of organizations. A single entity cannot control it. Access to the network is

restricted to the consortium members. Consortium blockchains are commonly used

in industries where multiple organizations need to collaborate, such as in banking

or trade finance. [20]

Hybrid Blockchains

Hybrid blockchains take the good from both of the aforementioned. They allow

for a mix of private permissioned access and public transparent transactions. This

type of blockchain is suitable for use cases where certain data needs to be publicly

accessible while other data remains confidential. [21]

2.2 Consensus Mechanisms

2.2.1 Proof of Work (PoW)

One of the oldest and most popular consensus methods is Proof of Work (PoW),

which is well known for being employed in Bitcoin [22]. The first person to solve a

challenging cryptographic challenge wins the privilege to add the next block to the

blockchain in a proof-of-work (PoW) competition amongst nodes, or miners. This

procedure uses a lot of energy because it needs a lot of processing power. [23]

1. Those who are miners solve complex puzzles to add a new block to the chain.

2. Requires a lot of power and energy.

3. The first one to solve the problem and may also validate the block is often

rewarded with cryptocurrency (e.g., Bitcoin).

4. Ensures network security but can lead to inefficiency (high energy usage).

8



Figure 2.3: Workflow of Proof of Work

Pros

1. High level of security and resistance to attacks.

2. Proven track record in large-scale public blockchains.

Cons

1. Energy-intensive and environmentally unsustainable.

2. Slow transaction processing, leading to scalability issues.

2.2.2 Proof of Stake (PoS) [3]

A consensus method called Proof of Stake chooses validators taking into account

the amount of currency they are willing to stake. Based on their stake, validators

are selected to produce new blocks and validate transactions [24]; frequently, a

degree of randomization is incorporated into the selection process. [25]

1. Validators are picked so that they can produce new blocks taking into account

the volume of cryptocurrency they stake (lock up as collateral).

2. No mining is involved; instead, it’s based on ownership and randomness.

3. The more you stake, the higher your chance of being selected as a validator.

9



Figure 2.4: Workflow of Proof of Stake

4. It uses less energy than POW because it works differently without requiring

any extreme computational work.

Pros

1. More energy-efficient compared to PoW.

2. Faster transaction processing.

Cons

1. Can result in centralization when power is concentrated among those with

higher resources.

2. The ”nothing at stake” issue, in which contradicting chains may be validated

by validators. [26]

2.2.3 Practical Byzantine Fault Tolerance (PBFT)

Practical Byzantine Fault Tolerance is another one of the consensus mechanism

designed to function efficiently in environments where nodes may fail or act

maliciously. Through a series of procedures known as pre-prepare, prepare, and

commit (PBFT), a number of nodes (validators) must concur on the authenticity

of a transaction before it is put to the blockchain. Up to one-third of all nodes may

be malevolent or defective, yet the system can withstand this without jeopardizing

the integrity of the consensus process. [27]
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1. Designed to withstand up to 1/3 of nodes being faulty or malicious.

2. Consensus is achieved through a series of rounds where different types of

messages are exchanged to get to the new block.

3. Each node has a state and can propose, vote, and validate new blocks.

4. Suitable for permissioned blockchains and private networks, providing fast

and reliable finality.

2.2.4 Why PBFT is Suitable for E-Voting:

1. Fault Tolerance: PBFT’s ability to handle malicious or faulty nodes is crucial

in an electronic voting scheme, where ensuring the accuracy and integrity of

votes is paramount.

2. Efficiency: Unlike PoW, PBFT does not require computationally intensive

tasks, making it more efficient and scalable for handling a large number of

votes in a short period.

3. Security: PBFT makes sure of the nodes agreeing on the order and validity

of transactions, reducing the risk of tampering with votes and ensuring that

the election results are trustworthy.

4. Low Latency: PBFT can achieve consensus quickly, which is important for

timely election results.

2.3 Encryption

2.3.1 Introduction to Encryption

Encryption is a fundamental technology used to ensure the security and confi-

dentiality of data in various systems, including electronic voting (e-voting). It

involves converting plaintext data into an unreadable format (ciphertext) using an

algorithm and a cryptographic key. Only those with the corresponding decryption

11



key can convert the data back into its original form. In the context of e-voting,

encryption plays a critical role in protecting voter privacy, ensuring the integrity

of the votes, and preventing unauthorized access or tampering.

2.3.2 Role of Encryption in E-Voting

By implementing encryption, e-voting systems can guarantee secure communica-

tion, protect voter identities, and ensure the integrity of election results, making

encryption an essential component for the trustworthiness of the entire voting

process.

2.4 Homomorphic Encryption

2.4.1 Introduction to Homomorphic Encryption

Homomorphic encryption is a type of encryption which allows manipulations on

encrypted data but we wont need to decrypt it beforehand. We can perform

operations like addition or multiplication on the ciphertext, and when the result

is decrypted, it matches the outcome of the same operations performed on the

plaintext. In traditional encryption schemes, data must be decrypted before

any computation can be performed, which exposes it to potential security risks.

Homomorphic encryption, on the other hand, allows for secure computation on

encrypted data, making it particularly valuable in scenarios where data privacy is

a critical concern.

Preservation of Voter Privacy

In an e-voting system, it is crucial to ensure that votes remain confidential and that

voter identities cannot be traced back to their votes. Homomorphic encryption

allows the voting process to be carried out in a way that preserves voter privacy,

as the votes can be tallied without ever decrypting individual votes.
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Secure Vote Counting

One of the main challenges in e-voting is ensuring that votes are counted accurately

without compromising the secrecy of each vote. Homomorphic encryption enables

the secure aggregation and tallying of votes. The final tally can be decrypted

to reveal the election results without revealing individual votes, maintaining the

confidentiality and integrity of the election process.

Resistance to Tampering

Homomorphic encryption approves computations on encrypted data. As a result,

it prevents tampering during the counting process. It doesn’t matter if an attacker

gains access to the encrypted votes because they cannot alter the outcome without

knowing the decryption keys, which remain secure.

Future-Proofing Against Quantum Computing

As quantum computing advances, traditional encryption methods may become vul-

nerable. Homomorphic encryption is considered a future-proof technique that could

safeguard e-voting systems against quantum threats

In conclusion, homomorphic encryption is a powerful tool for ensuring the privacy

and security of e-voting systems. By enabling secure computations on encrypted

data, it helps maintain the confidentiality of votes while ensuring accurate and

tamper-proof election results. Combined with the PBFT consensus mechanism in

a blockchain-based e-voting system, homomorphic encryption can provide a robust

and secure solution for modern electoral processes. [28]
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Figure 2.5: Workflow of Homomorphic Encryption
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Chapter 3

Related Works

3.0.1 Review of Existing E-Voting Systems

E-voting systems have evolved over time, with numerous models being proposed

and implemented to enhance the efficiency, security, and accessibility of the voting

process. However, these systems vary significantly in their design, functionality,

and security features. [29] [18]

Direct Recording Electronic (DRE) Systems

1. Overview: DRE systems are electronic voting machines that record votes

directly into the system’s memory. Voters interact with the machine via a

touchscreen or other input devices, and their selections are stored electroni-

cally.

2. Security Features: DRE systems often incorporate basic encryption techniques

to protect the integrity of votes and prevent tampering.

3. Limitations: DRE systems have been criticized for their vulnerability to

hacking, as the electronic records can potentially be altered without leaving

any trace. Additionally, the reliance on proprietary software means that

the voting process is not fully transparent, leading to concerns about the

trustworthiness of the system. The absence of a decentralized mechanism

also makes these systems susceptible to single points of failure.
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Optical Scan Voting Systems

1. Overview: Optical scan systems use paper ballots that voters mark manually.

These ballots are then scanned by electronic machines that count the votes.

The physical ballots provide a reliable backup in case of disputes.

2. Security Features: The primary security feature of optical scan systems is

the paper ballot, which allows for manual recounts and audits. The use of

encryption in the scanning and counting process further secures the electronic

records.

3. Limitations: While optical scan systems provide a tangible audit trail, they

still rely on centralized servers for counting and storing votes. This central-

ization presents a risk of tampering, either during the scanning process or

within the central servers. Additionally, these systems can be expensive to

implement on a large scale.

Internet-Based Voting Systems:

1. Overview: Internet voting systems allow voters to cast their votes remotely.

These systems are designed to increase voter accessibility, particularly for

those who cannot physically attend polling stations.

2. Security Features: Internet voting systems typically use encryption to secure

data transmission between the voter’s device and the server. Multi-factor

authentication (MFA) is often employed to ensure that only authorized voters

can cast a ballot.

3. Limitations: Internet voting faces significant problems related to security.

The potential for cyberattacks, such as Distributed Denial of Service (DDoS)

attacks, MOM attacks, and malware, poses a major risk. Additionally,

ensuring voter anonymity while maintaining the integrity of the vote is a

complex issue. The lack of a decentralized structure also makes these systems

vulnerable to centralized points of failure and manipulation.
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3.1 Blockchain in E-Voting

3.1.1 Design of Secure Electronic Voting System Using

Multifactor Authentication and Cryptographic Hash

Functions [4]:

Methodology

This study proposed an e-voting system that incorporates multifactor authenti-

cation (MFA) to verify voter identity and cryptographic hash functions to secure

vote transmission. The system ensures that each vote is encrypted end-to-end,

maintaining voter privacy.

Overview of the Electronic Voting System

With careful design, the electronic voting system makes voting safe via wired and

wireless networks accessible to voters and administrators alike. Ensuring a secure

system with seamless cross-platform functionality is the main goal of this design.

This tiered strategy aids in methodically overseeing the many phases of the voting

procedure, guaranteeing security and integrity at every turn.

Pre-Election Phase

Voter registration and authentication are important aspects of the pre-election

phase. In this stage, the system offers a venue for prospective voters to register

their names. In order to verify that they are eligible to vote, voters must enter

necessary information such as their phone numbers and email addresses. Each

voter receives a unique ID from the system automatically after their registration

data are submitted. A distinct grid card code is also generated, matching the

unique ID exactly. The technology generates a one-time PIN—a random string of

ASCII characters—and sends it to the voter via SMS in order to increase security

even further. This PIN acts as the voter’s authentication credential along with the

grid card code and unique ID. All these details are securely stored in the database,
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Figure 3.1: Architecture of the secure voting system

ensuring that only eligible and authenticated voters can proceed to the voting

phase.

Election Phase

The real voting procedure comes into focus during the election period. Voters use

the grid card code, SMS PIN, and unique ID to authenticate themselves. Only

approved voters are able to cast ballots thanks to this multi-factor authentication,

which guarantees the security of the voting process. Voters use the electronic

ballot to make their selections after being authenticated. Votes are encrypted

using a private key as soon as they are cast in order to protect their integrity and

confidentiality. For extra protection, the encoded vote is then split into two halves.

The SHA256 technique is used to hash a portion of the encoded output, yielding

a 256-bit random number. The vote is kept safe and impenetrable thanks to the

combination of hashing and encryption.
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Post-Election Phase

Voter integrity is preserved by means of vote verification and processing, which take

place during the post-election period. In order to make sure that the votes haven’t

been tampered with during transit, the system compares the encoded votes that

were received with their matching hashes at the start of this phase. The SHA256

technique is used to hash the encrypted votes after they have been decoded. The

hash that was sent during the election phase is compared to the one that was

generated. When the hashes line up, the vote is verified and tallied. The vote is

marked as maybe tampered with and is not counted if there is a difference and the

hashes do not match. This meticulous verification procedure guarantees that only

legitimate votes are taken into account in the final tally. The system also maintains

a comprehensive audit trail, logging all operations from voter registration to vote

counting.

Strengths

A layer of protection is added by using MFA and cryptographic hash functions,

which make it more difficult for unauthorized people to vote or alter data that has

been delivered.

Weaknesses

The system does not fully ensure non-repudiation, meaning that voters could

potentially deny having cast their votes. Additionally, the reliance on traditional

encryption methods rather than a decentralized ledger makes the system vulnerable

to central points of failure.
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3.1.2 Go-Ethereum for Electronic Voting System Using

Clique as Proof-of-Authority [5]

Methodology

This study utilized the Go-Ethereum platform with a proof-of-authority (PoA)

consensus mechanism to create a blockchain-based e-voting system. The PoA

mechanism allows only a fixed number of validators to propose blocks, thereby

ensuring efficiency and low energy consumption.

Ethereum Blockchain

The traditional use of blockchain technology has primarily been confined to the

realm of cryptocurrencies, where it has demonstrated its prowess in enabling secure

and decentralized transactions. [30] However, this study represents a departure

from this conventional application by proposing an electronic voting system that

harnesses the power of Ethereum blockchain on a decentralized server. Ethereum,

conceptualized by Vitalik Buterin in 2014, stands out as a public peer-to-peer

network characterized by its native digital currency, Ether. Unlike its predecessors,

Ethereum was intended to be a flexible platform that could execute smart con-

tracts—basically, self-executing agreements with predetermined conditions—rather

than just a means of trade. This special characteristic makes it possible to cre-

ate decentralized applications in a number of fields, including as supply chain

management, banking, and now voting systems.

Efficiency is another compelling advantage offered by blockchain-based voting

systems, as they streamline and optimize the electoral process, minimizing opera-

tional costs and logistical challenges associated with traditional voting methods.

By encoding the rules and conditions of the voting process into self-executing

contracts, smart contracts ensure that the electoral process is conducted fairly and

efficiently.
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Figure 3.2: Ethereum Blockchain Workflow

Proof of Authority and Clique

Apart from the innate advantages of blockchain technology, the Proof-of-Authority

(PoA) consensus algorithm’s use makes blockchain-based voting systems even more

secure and scalable. PoA, a reputation-and credibility-based consensus method,

makes sure that only verified and vetted individuals are allowed to confirm transac-

tions and uphold the blockchain’s integrity. PoA gives greater weight to reputation

and experience. This reduces the possibility of bad actors or Sybil attacks. [31]

This consensus approach reduces the computing complexity associated with con-

ventional consensus procedures, hence facilitating scalability while simultaneously

guaranteeing the voting process’s dependability and security. [29]

A predetermined group of reliable nodes known as authorities serves as the foun-

dation for the Proof-of-Authority (PoA) algorithm’s operation. Every authority

in the network is given a distinct identification that helps to identify them. The

system’s integrity depends on the presumption that most of these authorities are

morally upright individuals. In particular, consensus is reached when a transac-

21



Figure 3.3: Proof of Authority Using Clique

tion is approved by at least (N/2)+1 authorities, where N is the total number of

authorities in the network. The PoA method uses a rotation mining scheme, in

which time is divided into discrete periods, with an elected authority acting as the

mining leader during each interval, to promote consensus. An implementation of

the PoA algorithm variation Clique is found in Geth, a GoLang-written Ethereum

blockchain client. The Clique algorithm divides up the effort of suggesting and

approving blocks among the network’s validators.

Overview of Proof of Authority (PoA)

• Consensus Mechanism:

– To validate transactions and generate new blocks, the PoA consen-

sus method depends on a small group of pre-approved validators, or

authorities.

• Trusted Validators:
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– Validators are known entities, often public or well-known organizations.

They are somewhat trustworthy.

– Because the identities of validators are public, there is a strong incentive

for them to act honestly, as their reputation is at stake.

• Efficiency:

– PoA is highly efficient compared to PoW because it doesn’t require

solving complex mathematical puzzles, leading to faster block times and

lower energy consumption.

– The consensus process is streamlined since only a few validators partici-

pate in creating blocks.

• Scalability:

– Due to its efficiency, PoA is well equipped for private and also consor-

tium blockchains where scalability and fast transaction throughput are

important.

– It is often used in enterprise settings or situations where a group of

trusted entities govern the network.

• Security Considerations:

– While PoA is secure in trusted environments, it is less decentralized

than other consensus mechanisms, making it potentially vulnerable to

collusion among validators.

– The system relies heavily on the honesty and integrity of the validators,

which could be a concern in less controlled environments.

Overview of Clique

• Ethereum Implementation:

– Clique is Ethereum’s implementation of the PoA consensus algorithm,

designed for use in private networks or consortium blockchains.

23



– It is integrated within the Ethereum protocol, enabling developers to

create PoA-based Ethereum networks.

• Block Creation:

– In Clique, blocks are created by a rotating set of authorized validators.

Validators take turns proposing blocks, ensuring no single validator

dominates the process.

– The frequency and rotation of validators can be configured, allowing for

customization based on network needs.

• Block Signatures:

– Each block proposed by a validator is signed, providing proof that the

block was created by an authorized validator. This signature is crucial

for the trust model in PoA.

• Validator Management:

– Clique allows for dynamic addition and removal of validators. This

means that the set of validators can be updated as needed without

requiring a hard fork.

– The consensus mechanism includes a mechanism to vote in new validators

or vote out existing ones, allowing the network to adapt over time.

• Byzantine Fault Tolerance:

– Clique is made to be Byzantine fault-tolerant, which implies the network

can tolerate a certain number of malicious or faulty validators without

compromising overall security.

– Typically, the network can continue to function correctly so long as the

majority are doing well.

• Use Cases:
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– Clique is particularly well-suited for enterprise Ethereum networks,

where the participants are known entities that trust each other.

– It is often used in scenarios where regulatory compliance, permissioning,

and control over network participants are essential.

Key Advantages of PoA/Clique

• High Throughput: PoA and Clique can handle a high number of transac-

tions per second due to the efficient block validation process.

• Low Latency: Blocks are created and validated quickly, leading to fast

transaction finality.

• Energy Efficiency: PoA is much less resource-intensive than PoW, making

it an environmentally friendly option.

• Simplified Governance: The ability to manage validators dynamically

allows for easier governance of the blockchain network.

Potential Drawbacks

• Centralization Risk: The reliance on a small set of validators introduces

centralization risks, which could be exploited in less controlled environments.

• Trust Dependency: The security of PoA networks hinges on the honesty

of the validators, which may not be suitable for public or fully decentralized

environments.

• Reputation Risks: Validators in PoA networks must maintain a good

reputation, as their actions are public and directly tied to their identity.

Strengths

By introducing a decentralized ledger, blockchain technology improves transparency

and lowers the possibility of tampering. The PoA consensus method uses less

energy and works well in settings with a small number of reliable validators.
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Weaknesses

The system’s reliance on a fixed number of validators introduces a degree of

centralization, potentially undermining the decentralization benefits of blockchain.

Additionally, the votes are not encrypted after being cast, which poses a risk to

voter privacy.

3.1.3 A Study on Electronic Voting System Using Private

Blockchain [6]:

Methodology

A private blockchain-based electronic voting system was held up using PBFT

consensus mechanism. The system, which consists of a voting manager, voting

server, and counting server, is made to protect the privacy of votes by encrypting

them.

Key Phases of the Proposed System

The voting system that they tried to uphold is divided into several key phases:

Phase-1: Preparation Phase

In this phase, the election committee sets up the voting event, which includes

defining the voting topic, content, and timeline. The counting server produces a a

pair of keys that are public and private to stations for secure communication.

Phase-2: Registration Phase

Voters and candidates are authenticated and registered in this phase. Candidates

submit their information to generate a candidate list, while voters register with

their ID and password. A unique registration code is generated for each voter, who

will then generate a public-private key pair. This key pair is used to ensure the

confidentiality of the voting data.
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Phase-3: Voting Phase

During the voting phase, voters authenticate using their ID and password. They are

presented with a list of candidates and select their vote. The vote data, including

the selected candidate and timestamp, are encrypted using the public keys and

submitted to the polling server. The encrypted vote is added to a transaction,

which is later validated and processed. [32]

Phase-4: Block Creation Phase

The polling station validates the transaction by verifying that the voter is registered

and has not voted multiple times. Once the transaction is validated, it is signed and

sent to the management server. The management server collects these transactions

for a specific period, generates a block, and broadcasts it to all polling stations to

be added to the blockchain.

Phase-5: Counting Phase

Once voting concludes, the management server sends the entire block of transactions

to the counting server.

Phase-6: Validation Phase

In the final phase, the counting server validates the election results.

Security Features

The proposed system is designed to meet several security requirements, including:

• Completeness: The system ensures that all information on the ballot is

processed correctly.

• Soundness: The system ensures that only eligible voters can cast a vote.

• Ballot Data Privacy: The contents of the ballot remain encrypted and

confidential.
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• User Privacy: Voter privacy is preserved by generating a new election key

for each voting cycle.

• Unreusability: The system checks for duplicate votes, ensuring that each

voter can vote only once.

• Fairness: The ballot data is encrypted to ensure that no party has unfair

access to voting information.

• Verifiability: After the election, the results can be verified by the public

through the private key of the counting server.

The blockchain-based system ensures that votes are transmitted securely and

cannot be tampered with during the voting process, providing transparency and

trust in the final election results.

Strengths

The system’s design allows for efficient vote counting while ensuring that voter

privacy is maintained through encryption.

Weaknesses

The study assumes that communication between system components occurs through

a secure channel, which may not always be the case in practice. Additionally, the

complexity of the system may pose challenges for scalability and user-friendliness,

particularly for voters who are not technologically savvy.

3.2 Limitations

Despite the advancements made in e-voting systems and the introduction of

blockchain technology, several gaps remain in the existing research that this thesis

aims to address.
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3.2.1 Lack of Fully Secure and Transparent E-Voting Sys-

tems

While many e-voting systems incorporate basic security measures, few provide

the comprehensive security, transparency, and decentralization that blockchain

can offer.Because they frequently rely on centralized servers, existing systems are

susceptible to hacking and manipulation. This thesis addresses the need for a fully

decentralized e-voting system that leverages blockchain to enhance both security

and transparency.

3.2.2 Insufficient Focus on Voter Privacy and Data Security

While some studies have explored the use of encryption in e-voting, there is often

a trade-off between privacy and transparency. This thesis introduces the use of

homomorphic encryption in conjunction with blockchain technology to ensure that

votes can be securely tallied without compromising voter privacy. This addresses

the need for a system that can maintain both privacy and integrity throughout

the voting process.

3.2.3 Scalability and User Accessibility:

Existing blockchain-based e-voting systems often face challenges related to scal-

ability and user accessibility. Complex systems may be difficult for voters to

use, particularly in regions with limited technological infrastructure. This thesis

proposes a system designed to be both scalable and user-friendly, with a particular

focus on implementation in the context of Bangladesh, where infrastructure and

technological literacy may vary widely. [33]
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Chapter 4

Motivation And Problem

Statement

The rapid evolution of technology in the past few years has drastically impacted

various fields, which include finance, healthcare, and governance. Among these, the

use of electronic voting (e-voting) technologies has become a significant advancement

that holds promise for improving democratic processes’ effectiveness, openness,

and accessibility. However, despite the potential benefits, the implementation of

e-voting systems has been met with numerous challenges, particularly related to

security, privacy, and trust. This chapter discusses the motivations driving this

research, focusing on the need to address these challenges through the application

of blockchain technology, specifically using the Proof of Authority (PoA) consensus

mechanism and the Clique protocol within the Ethereum framework. [34]

4.1 Challenges in Current E-Voting Systems

Traditional e-voting systems, while offering several advantages over paper-based

voting, are fraught with significant issues that undermine their effectiveness and

reliability. Key challenges include:

• Security Vulnerabilities: Many e-voting systems are susceptible to hacking,

fraud, and unauthorized access, which can compromise the integrity of the
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electoral process. The system is susceptible to attacks because centralized

servers, in particular, are prone to being single points of failure.

• Lack of Transparency: The opacity of some e-voting systems prevents

voters and other stakeholders from verifying the accuracy of the results,

leading to mistrust and doubts about the legitimacy of elections.

• Privacy Concerns: Ensuring voter anonymity while maintaining the in-

tegrity of the vote is a complex issue. Many systems struggle to adequately

protect voter identities, which can lead to coercion or vote manipulation.

• Centralization Issues: Traditional e-voting systems often rely on central-

ized authorities to manage and oversee the voting process. This centralization

can lead to manipulation, errors, or biases that undermine the democratic

process.

4.2 Motivation for Blockchain-Based E-Voting

Blockchain technology can take us a step ahead to tackle many challenges faced

by traditional e-voting systems. [35] The following motivations underpin the adop-

tion of blockchain, and more specifically, the PBFT consensus mechanism and

homomorphic encryption, in the design of a secure and efficient e-voting system:

• Enhanced Security through PBFT: This fault tolerance is crucial for

e-voting systems, where the integrity of the vote must be preserved even in

the presence of potential adversaries. PBFT ensures that all honest nodes

agree on the order and content of votes, thereby securing the election process

against tampering and fraud.

• Preservation of Voter Privacy with Homomorphic Encryption: In

the context of e-voting, this means that votes can be encrypted before they are

cast and remain encrypted throughout the counting process. This preserves

voter privacy while allowing for accurate and transparent vote tallying.
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The combination of homomorphic encryption with blockchain ensures that

individual votes remain confidential while the integrity of the overall result

is maintained.

• Transparency: Blockchain’s inherent transparency allows all part takers to

verify the process independently. Each vote is recorded immutably on the

blockchain, making it possible to audit the results without compromising

voter privacy. This transparency fosters trust among voters and stakeholders,

as the entire process can be monitored and verified by independent parties.

• Decentralization and Resilience: The use of PBFT within a decentralized

blockchain network distributes the validation of votes across multiple nodes.

This decentralization reduces the risk of centralized control or failure, making

the system more resilient to attacks and ensuring that the voting process can

continue even if some nodes are compromised.

• Scalability and Efficiency: PBFT is well-suited for networks where scala-

bility and quick consensus are required. When combined with homomorphic

encryption, the system can handle large-scale elections efficiently, providing

fast and accurate results without compromising security or privacy. [36]

• Regulatory Compliance and Control: PBFT and homomorphic en-

cryption together offer a flexible framework that can be adapted to meet

specific legal or organizational requirements. This makes the system suitable

for various types of elections, including those that require strict regulatory

compliance or enhanced privacy protections.

4.3 Problem Statement

Implementing a blockchain-based voting system using the PBFT mecha-

nism and leveraging homomorphic encryption to ensure fluent as well as

tamper-proof election processes in the context of Bangladesh maintain-

ing the security principles (integrity, non-repudiation, confidentiality,

32



authenticity, authorization)

• Resilience to Adversarial Conditions: The system is designed to remain

robust against a variety of adversarial conditions, including potential attacks

on the network, by ensuring consensus through the PBFT mechanism.

• Voter Privacy Preservation: By utilizing homomorphic encryption, the

system guarantees that voter privacy is maintained throughout the entire

voting process, ensuring that individual votes cannot be traced back to the

voter while still allowing accurate vote tallying.

• Scalability and Practical Implementation: The system is tailored for

the unique context of Bangladesh, focusing on scalability and practical imple-

mentation in environments with varying levels of technological infrastructure,

thereby making secure and transparent voting accessible on a national scale.
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Chapter 5

Distributed PBFT with

Homomorphic Encryption

This research upholds an electronic voting system based on blockchain technology

that combines PBFT consensus mechanism and homomorphic encryption to ensure

secure, transparent, and scalable elections. The PBFT mechanism provides fault

tolerance and decentralized validation, while homomorphic encryption allows vote

tallying without compromising voter privacy.

The system consists of key phases: Key Generation, where cryptographic keys

are created; Voting, where encrypted votes are cast; Validation, where votes are

verified by validators; and Vote Counting, where encrypted votes are decrypted

and tallied. By using private blockchain technology, the system guarantees data

integrity and confidentiality, addressing key security challenges in traditional

e-voting systems.

This approach ensures authenticity, non-repudiation, and verifiability, offering

a robust solution for secure digital elections.

5.0 Assumptions

The following assumptions are made in the realization of the approximate blockchain-

based e-voting system:
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5.0.1 Fingerprint-Enabled Voting Devices

It is assumed that voting booths will be equipped with fingerprint-enabled

devices for authenticating voters. This biometric authentication ensures that only

authorized voters can cast their votes.

5.0.2 Secure Enclave Processors

Each voting device is assumed to be equipped with secure enclave processors.

These processors provide hardware-level security for encryption, ensuring that the

voting data is securely handled throughout the election process.

5.0.3 Reliable Infrastructure

A secure network infrastructure is assumed for the communication between

various components of the system (such as voting booths, servers, and validators).

This ensures that data transmission remains tamper-proof.

5.0.4 Validator Nodes in Voting Booths

There must be at least 4 validator nodes in every voting booth. They play

an important role in checking the votes, ensuring that the voting process is

decentralized and secure.

5.0.5 Validator Nodes per Party

For N parties, there will be less than or equal to N validator nodes in a

single voting booth, with at least one validator from each party. These validator

nodes ensure that no single party can manipulate the election results, fostering

fairness and decentralization.
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5.0.6 Fat Node Responsibility

It is assumed that 1 Fat node will be responsible for managing X number of

voting booths, where X can range from 2, 3, 4, etc. The Fat node coordinates

the operation and ensures consistency across multiple booths.

5.1 Key Generation Phase

In the Key Generation Phase of our blockchain-based voting system, a crucial

step involves the creation of cryptographic keys that ensure the security of the

voting process. Specifically, two public-private key pairs are generated prior to

the vote casting. The public keys are responsible for encrypting the vote and the

voter using homomorphic encryption, a method that allows computations on the

encrypted data. The advantage is not having to decrypt it. This ensures that the

integrity of the vote is maintained throughout the entire voting process.

The two private keys serve distinct purposes during the decryption phase.

Key Pair1 is designed to reveal the voter’s identity (voter id) if and only if

it is used for decryption. This key is critical for maintaining the authenticity of

the vote while ensuring that the voter’s privacy is protected. On the other hand,

Key Pair2 is responsible for decrypting and revealing the candidate’s identity

(candidate id) chosen by the voter. This separation of keys ensures that the vote

remains confidential and that neither the voter’s identity nor their choice can be

disclosed without proper authorization.

The accompanying figure visually depicts this process, where the voter first

encrypts their vote and himself using the public keys. The encrypted vote is then

stored and can only be decrypted using the respective private keys during the

tallying process, ensuring that the integrity, confidentiality, and non-repudiation

principles are upheld throughout the election. This method not only secures the

vote but also preserves voter anonymity, a cornerstone of democratic elections.

Key Points:

• Two public-private key pairs are generated prior to vote casting.
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Figure 5.1: Key Generation Phase

• The public keys encrypt the vote and the voter, ensuring secure data handling

through homomorphic encryption.

• Private Key1 reveals the voter’s identity only if used for decryption, main-

taining authenticity.

• Private Key2 reveals the candidate’s identity only if used for decryption,

preserving vote confidentiality.

• The system ensures that integrity, confidentiality, and non-repudiation prin-

ciples are maintained throughout the election process.
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Figure 5.2: Voting Phase

5.2 Voting Phase

Voters initiate the voting process by interacting with the system using a fingerprint

device coupled with a secure enclave, ensuring both identity verification and the

confidentiality of the vote. The system encrypts the voter’s selection, represented

as a combination of voterID and candidateID, using the formula:

E(vote) = E(voterID ∥ candidateID)

This encrypted vote is then sent to the mempool, a temporary storage area

where it awaits validation. Validators, as depicted in the figure, are distributed

across the network and are responsible for verifying the encrypted votes. The

validators ensure that the vote is legitimate and that it has not been tampered with
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during transmission. The vote is added to the blockchain after it is validated. It

remains secure, transparent, and immutable. This phase is crucial for maintaining

the integrity and non-repudiation of the election process.

Key Points:

• The voter interacts with the system through a fingerprint device and secure

enclave, ensuring identity verification.

• The vote is encrypted as a combination of voterID and candidateID.

• The encrypted vote is sent to the mempool and validated by distributed

validators.

• Validated votes are securely added to the blockchain, ensuring integrity and

transparency.

5.3 Validation Phase

In the Validation Phase, once the vote has been cast and encrypted, it is sent

to a network of validators for verification. The validators, distributed across the

network, are responsible for ensuring that the encrypted vote is legitimate and

has not been tampered with during transmission. This process is depicted in the

figures provided, where each validator node in the network receives the encrypted

vote from the mempool and initiates the validation process.

The validators work together to decrypt the vote using Private Key1 to reveal

the voterID and verify that the vote is authentic. The equation guiding this

process is as follows:

voterID = Dprivate1 (E(voterID ∥ candidateID))

The figures illustrate the decentralized nature of the validation process, with

validators communicating with each other to validate votes across multiple clus-

ters. This architecture ensures that the system is resilient to failures and secure

against attempts to manipulate the voting results. Once the validators reach a
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Figure 5.3: Validation Phase

consensus, the validated vote is permanently recorded on the blockchain, ensuring

its immutability and transparency.

Key Points:

• Encrypted votes are sent to a network of distributed validators for verification.

• Validators communicate to achieve consensus using the PBFT consensus

mechanism, ensuring security even in the presence of faulty nodes.

• Private Key1 is used by validators to decrypt the vote and verify the

authenticity of the voterID.
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Figure 5.4: Validation Phase

• The decentralized validation process enhances resilience and security, ensuring

validated votes are securely recorded on the blockchain.

5.4 Vote Count Phase

In the Vote Count Phase, the encrypted votes that have been recorded on the

blockchain are retrieved and processed for counting. This phase begins with the

counter node fetching the transaction data from the blockchain. The counter node

is equipped with Private Key2, which is used to decrypt the encrypted vote to

reveal the candidateID. The equation governing this decryption process is as

follows:

candidateID = Dprivate2 (E(voterID ∥ candidateID))

After decryption, the smart contract associated with the vote counting process

is triggered. This smart contract automatically executes the Count() function,

which tallies the votes associated with each candidate. The results are securely

recorded.

The figure illustrates the workflow of this phase, showing how the counter node

interacts with the blockchain, utilizes Private Key2 for decryption, and how the
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Figure 5.5: Validation Phase

vote counting is carried out through the smart contract.

Key Points:

• The counter node fetches the encrypted vote transactions from the blockchain.

• Private Key2 is used to decrypt the candidateID, ensuring that only

authorized nodes can perform the decryption.

• The smart contract automatically executes the Count() function to tally

votes, ensuring accuracy and transparency.

• with the help of blockchain, immutability of the vote count is guaranteed
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Figure 5.6: Vote Count Phase

43



Chapter 6

Result Analysis

In this chapter, we present the results of the blockchain-based e-voting system’s

performance evaluation. We analyze key metrics such as transaction throughput,

block generation time, and the system’s efficiency in comparison to traditional

consensus mechanisms. The analysis aims to assess the system’s fault tolerance

and overall usage for the real world. Through rigorous testing, we highlight the

strengths of the PBFT consensus mechanism and homomorphic encryption in

enhancing the security, speed, and reliability of the e-voting process.

6.1 Experimental setup

• Deploy 5 validator nodes.

• Implement homomorphic encryption with a two public-private key pairs.

• Simulate 1000 voters casting votes at the terminal.

• Validate transactions using the PBFT consensus protocol.

• Record time taken for consensus.

• Measure throughput (votes processed per second) and block generation time.

• Programming Languages: Python, Solidity
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• Frameworks: GoQuorum

• Cryptographic Libraries: PyCryptodome

• Metrics Collection: Prometheus

6.2 Results

6.2.1 Transaction Throughput Comparison

Figure 6.1 presents a comparison of transaction throughput (measured in trans-

actions per second) across the three consensus mechanisms over a period of 60

seconds. The results indicate that:

• PoA consistently outperforms both PoW and PBFT, achieving the highest

throughput, which starts at around 140 transactions per second and increases

steadily over time, reaching approximately 180 transactions per second by

the 60-second mark.

• PBFT also shows a steady increase in throughput, starting at about 120

transactions per second and reaching around 150 transactions per second at

the end of the observation period.

• PoW, in contrast, exhibits significantly lower throughput, remaining around

40 transactions per second throughout the entire duration, highlighting its

lower efficiency compared to PoA and PBFT.

6.2.2 Block Generation Time Comparison

Figure 6.2 shows the block generation time (measured in seconds) for each of the

three consensus mechanisms over a 60-second period. The analysis of the results

reveals that:
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Figure 6.1: Transaction Throughput Comparison: PoA vs. PoW vs. PBFT

• PoA consistently achieves the lowest block generation time, hovering around

1 to 2 seconds throughout the duration, demonstrating its efficiency in block

creation.

• PBFT exhibits a slightly higher block generation time compared to PoA,

ranging between 2 to 3 seconds. This increase is expected due to the additional

communication overhead required for achieving consensus in PBFT.

• PoW, on the other hand, has the highest and most variable block generation

time, fluctuating around 10 seconds. This is indicative of the resource-

intensive nature of PoW, which involves solving complex cryptographic

puzzles.

6.2.3 Discussion

The results clearly demonstrate the advantages of PoA and PBFT over PoW in

terms of both throughputs of all types of transactions and generation duration

needed for each block. PoA is particularly well-suited for scenarios requiring

high throughput and low latency, [37]making it ideal for private or consortium

blockchains where the validators are known and trusted entities. PBFT, while
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Figure 6.2: Block Generation Time Comparison: PoA vs. PoW vs. PBFT

slightly less efficient than PoA, still offers significant performance improvements

over PoW, especially in environments where fault tolerance is critical.

On the other hand, PoW’s lower performance highlights its limitations in high-

throughput applications, primarily due to the energy and time-intensive process

of mining. These findings underscore the importance of selecting an appropri-

ate consensus mechanism based on the specific requirements of the blockchain

application.

Key Takeaways:

• PoA provides the highest throughput and fastest block generation time,

making it suitable for high-performance applications.

• PBFT offers a balance between performance and fault tolerance, making it a

strong candidate for secure, distributed systems.

• PoW, while secure, is less efficient in terms of throughput and block generation

time, limiting its use in scenarios demanding rapid transaction processing.
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6.2.4 Impact and Potential Applications

The successful implementation of a blockchain-based e-voting system using PBFT

and homomorphic encryption has the potential to revolutionize the way elections

are conducted, particularly in regions where electoral fraud and mistrust in the

system are prevalent. The following are key potential impacts and applications:

• Securing National Elections: The use of PBFT and homomorphic en-

cryption in national elections can significantly reduce the risk of fraud and

manipulation, ensuring that the will of the people is accurately represented.

This can lead to greater public trust in the electoral process and more stable

governance.

• Corporate Governance: In corporate settings, where shareholder voting

is critical, blockchain-based e-voting systems can ensure transparency and

fairness. The ability to verify each vote while maintaining shareholder privacy

can enhance the integrity of corporate decision-making.

• Community Decision-Making: Blockchain-based e-voting systems can be

used in community or local government settings to facilitate transparent and

inclusive decision-making. This can empower communities by giving them a

secure and verifiable platform to voice their opinions.

• Decentralized Autonomous Organizations (DAOs): DAOs can benefit

from the integration of PBFT and homomorphic encryption in their voting

systems, ensuring that decisions made within these organizations are both

secure and transparent. This can enhance the governance of DAOs and

increase participation from stakeholders who value privacy and security.
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Chapter 7

Conclusion

This thesis presented a comprehensive approach to implementing a secure, scalable,

and efficient blockchain-based voting system utilizing the Practical Byzantine Fault

Tolerance (PBFT) consensus mechanism and homomorphic encryption. By integrat-

ing these technologies, the system ensures the critical security principles of integrity,

non-repudiation, confidentiality, authenticity, and authorization, particularly in

the context of electronic voting. [38]

Through rigorous experimentation, the system demonstrated superior perfor-

mance in terms of transaction throughput and block generation time, especially

when compared to traditional consensus mechanisms like Proof of Work (PoW).

The findings underscore the viability of PBFT and homomorphic encryption in

creating a tamper-proof and transparent voting system capable of maintaining

voter privacy while delivering reliable results.

The proposed future work addresses the challenges posed by emerging tech-

nologies and scalability issues, with a focus on quantum-resistant cryptography,

sharding, field testing, machine learning, and cross-browser compatibility. These

areas of development are crucial for adapting the system to the evolving landscape

of cybersecurity threats and the increasing demands of modern electoral processes.
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Chapter 8

Future Work

8.1 Sharding

To improve the scalability of the blockchain voting system, sharding techniques

should be implemented [39]. Sharding partitions the blockchain into smaller, more

manageable pieces, allowing for parallel processing of transactions. This approach

can significantly enhance the system’s ability to handle large-scale elections with a

high volume of transactions, ensuring efficiency and speed.

8.2 Field Testing

Conducting large-scale field tests and pilot programs is essential for gathering

real-world data and feedback. These tests will provide valuable insights into the

performance and reliability of the system in actual electoral environments. Based

on the findings, the system can be refined and optimized to address any challenges

or issues identified during the testing phase.

8.3 Cross-Browser Compatibility

Ensuring that the blockchain voting system works seamlessly across different web

browsers and platforms is crucial for accessibility and user experience. Future work

should focus on testing and enhancing cross-browser compatibility to guarantee
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that all users, regardless of their device or browser choice, can participate in the

voting process without encountering technical issues.
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