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Abstract

The integration of blockchain with the Internet of Things (IoT) offers a promising ap-
proach to address the limitations of centralized IoT architectures. However, existing
blockchain consensus mechanisms are often unsuitable for resource-constrained IoT
devices and dynamic network conditions due to high computational demands or re-
liance onmonetary-based participant selection.. In this work, we propose Dynamic &
Periodic Proof of Evolutionary Model (DP-POEM), a lightweight, machine learning-
based consensus mechanism tailored for blockchain-based IoT systems. DP-POEM
selects a group of block producers for defined periods using supervised learning, re-
ducing redundant computation while ensuring security through randomized block
productionwithin the group. It incorporates both static and dynamically changing de-
vice features, such as battery level and CPU usage, to select capable nodes efficiently,
and implements fair participation mechanisms to balance network involvement over
time. Theoretical analysis and experimental evaluation demonstrate that DP-POEM
achieves high scalability, low latency, enhanced security, and improved applicability
compared to traditional and state-of-the-art consensus protocols in dynamic IoT en-
vironments.
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Chapter 1

Introduction

Technological innovation has consistently been driven by humanity’s pursuit of a bet-
ter quality of life. From the Industrial Revolution to the digital age, each leap in tech-
nology has focused on integrating advanced digital systems to make human activities
more efficient, connected, and intelligent [1]. In this ongoing evolution, the Inter-
net of Things (IoT) has emerged as a transformative force, seamlessly becoming an
integral part of everyday life. By interconnecting devices, environments, and people,
IoT has become a key catalyst in the reshaping of modern lifestyles and societal in-
frastructures [2]. However, most existing IoT architectures still depend on centralized
cloud servers for data storage and processing. This centralized dependency introduces
critical limitations, including a single point of failure, reduced scalability, and high
operational costs as the number of connected devices increases [3]. Therefore, ad-
dressing these challenges is becoming essential for ensuring the long-term resilience
and efficiency of IoT ecosystems.

Originally introduced as the foundational technology behind the Bitcoin cryptocur-
rency, blockchain has emerged as a powerful solution that can address several chal-
lenges faced by traditional IoT systems [4]. As a decentralized, distributed ledger tech-
nology, blockchain allows transactions to be recorded securely, transparently, and in
a tamper proof manner across a network of nodes. Although blockchain technol-
ogy was initially applied to cryptocurrencies, its core properties, including decentral-
ization, immutability, and trustless consensus, have extended its applicability far be-
yond digital currencies to areas such as smart cities, healthcare, and agriculture [5].
When integrated with IoT, blockchain can effectively mitigate the issues of central-
ization, enhance data integrity, and improve trust and scalability within intercon-
nected device networks [6]. The integration of blockchain with IoT can be simpli-
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fied through Blockchain-as-a-Service (BaaS) platforms, which provide managed in-
frastructure, development tools, and cloud-based services. Such platforms reduce
the complexity of implementation and accelerate the deployment of secure, scalable
blockchain-enabled IoT systems [7].

Consensus mechanisms lie at the heart of blockchain technology. It enables
blockchain to provide security and trust equivalent to centralized systems without
relying on a single authority. By requiring the agreement of the majority of network
participants on the validity and compliance of transactions or data, thesemechanisms
ensure a consistent and reliable ledger across all nodes [8]. However, most existing
consensus mechanisms are not designed with the resource constraints of IoT devices
in mind, and their applicability is limited in dynamically changing environments and
device states. For example, PoW, PBFT, and PoA incur high energy consumption,
while PoS, DPoS, and LPoS rely on stake-based systems that have little relevance for
IoT devices [9]. More recently, PoEM [10] was proposed as a lightweight consensus
mechanism based on machine learning for IoT devices. However, its computational
demand due to repetitive usage of the model limits scalability in networks with large
numbers of nodes. Additionally, it does not account for the dynamically changing
conditions and status of IoT devices. Given these limitations, a consensusmechanism
tailored for BaaS-enabled IoT systems must overcome poor scalability, low efficiency,
limited applicability, and the challenges posed by the highly dynamic operating con-
ditions of IoT devices.

To address these limitations, we propose a lightweight, machine learning-based con-
sensus mechanism called Dynamic & Periodic Proof of Evolutionary Model (DP-
POEM) for BaaS-enabled IoT systems. Unlike traditional approaches that select a
single block producer at a time, DP-POEM selects a group of block producers, each
generating one block sequentially over a defined period. This group selection lever-
ages supervised machine learning algorithms, ensuring that no additional overhead
is introduced, since all nodes are already ranked by the model. The group size adapts
proportionally to the total number of nodes, enhancing scalability and reducing com-
putational overhead for resource-constrained IoT devices. Security is preserved by
introducing a randomized block production order within each group, which prevents
targeted attacks without incurring additional overhead. The capability of IoT devices
to participate in block production is determined not only by static device character-
istics but also by dynamically changing features such as current battery level, CPU
and storage usage, and recharge rate. These dynamic features are incorporated into
the machine learning model, and the relevant information is efficiently shared be-
tween the nodes to ensure consistent execution of the model. Finally, DP-POEM
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incorporates a fair participation mechanism that allows new nodes to join the con-
sensus process while preventing repeated selection of the same nodes. By combining
these strategies, DP-POEM achieves high scalability, broad applicability, and strong
resilience in dynamic IoT ecosystems. Both theoretical analysis and experimental
evaluation validate the effectiveness of the proposed approach.

To summarize, the main contributions of our work are threefold.

1. We minimize the redundant computational overhead of repeatedly selecting a
single block producer by instead selecting a group of block producers, each re-
sponsible for generating one block during a defined period. Security is ensured
through a randomized block production order within the group.

2. We incorporate the dynamically changing status of IoT devices into the block
producer selection process, ensuring that only nodes with sufficient current ca-
pability participate, thereby reducing overall latency. Furthermore, we design a
mechanism for efficient and reliable sharing of this dynamic information across
the network.

3. We implement fair participation strategies to prevent recently selected nodes
from being repeatedly chosen, while allowing new nodes to join the consensus
process after a suitable interval.

The remainder of the work is organized as follows. In Chapter 2, we present an
overview of blockchain technology, consensus mechanisms, and the integration of
IoT, machine learning, and blockchain, along with a detailed review of the existing
literature. In Chapter 3, we provide a formal and detailed description of the DP-
POEM consensus mechanism, including the design choices and the motivations be-
hind the selected approach. Chapter 4 presents both theoretical and experimental
results, with comparisons against traditional and state-of-the-art consensus mecha-
nisms to demonstrate the superiority of DP-POEM. Finally, in Chapter 5, we draw
concluding remarks and discuss directions for future works.

3



Chapter 2

Background and Related Studies

In this chapter, we discuss the background of our research problem, covering its dif-
ferent parts and key ideas. We also review related works and explain how they con-
nect to our study. We begin with the basics of blockchain, outlining its core concepts,
how it works, and why it has emerged as a central focus of research in recent years.
This is followed by a discussion on different consensus algorithms, which form one
of the most important parts of the blockchain and are directly related to our proposed
method. We then explore the use of blockchain in IoT in the next section. In this
section, we justify the adoption of blockchain in the IoT environment and discuss dif-
ferent factors enabling that. We also examine various energy optimizationmethods in
IoT from related research that can inspire the design of better consensus algorithms.
Next, we discuss the integration of machine learning with blockchain, including how
distributed learning can be applied in such systems. In this section, we also discuss
the study that has served as the basis for our study. Finally, we reviewmachine learn-
ing models relevant to our block producer selection approach, considering both their
effectiveness and efficiency in the IoT environment.

2.1 Basics of Blockchain

Before the digital era, traditional paper-based ledgers were the standard method for
recording all past transactions in chronological order. With the advent of the digital
age, several research efforts explored the concept of distributed financial systems [11].
However, these early attempts often faced limitations, such as reliance on central au-
thorities or vulnerability to issues such as double spending [12]. The introduction of
Bitcoin by Satoshi Nakamoto in 2008marked the first robust and practical implemen-
tation of a decentralized digital ledger [13]. It achieved trustless and tamper-resistant
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transactions by combining cryptography, consensus mechanisms, and peer-to-peer
networking, which is now commonly known as the blockchain [14]. In this section,
we explore the basics of blockchain, beginning with its key components, followed by
the different types of blockchain, and concluding with the factors that have recently
made the technology a major point of attraction.

2.1.1 Key Components of Blockchain

In blockchain, the basic unit of data is called a transaction. Although a transaction
most commonly represents the transfer of cryptocurrency, it can also record other
types of information, such as contracts, identity data, or sensor readings. These trans-
actions are then collected and grouped together into a block. Each block links to the
immediately preceding block through a reference known as the parent block hash,
which is the cryptographic hash of the previous block. The very first block in the
chain is called the genesis block, and it does not have a parent. Figure 2.1 illustrates
the general structure of a blockchain and the contents of a block, based on the Bitcoin
blockchain. Although the overall architecture is similar across different blockchain
systems, the specific metadata included in each block can vary depending on the par-
ticular blockchain protocol being used [15].

2.1.2 Merkle Tree Root

One of the important metadata fields, the Merkle tree root, is a key component of
blockchain technology that supports scalability [16]. Without a Merkle tree, every
node in the network would need to store a full copy of every transaction ever recorded
on the blockchain, even if it does not require direct access to all of them [17]. AMerkle
tree organizes transactions in a binary tree, where each leaf node contains the hash
of a single transaction, and each parent node contains the hash of its two child nodes.
This structure ensures that if even a single transaction is altered, the Merkle root, the
top-most hash, changes, enabling efficient verification and integrity checking.

2.1.3 Digital Signature

Digital Signatures (DS) are used in blockchain technology to ensure the authenticity
and integrity of transactions [18]. The sender creates a digital signature by first gener-
ating an irreversible hash of the transaction, known as the message digest, and then
encrypting this digest with their private key. Given current computing capabilities, it
is practically impossible to derive the private key from themessage digest and the orig-
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Figure 2.1: Illustration of key components of blockchain. Each block is linked to the
previous block through a hash and contains a set of transactions. It also stores metadata that
helps maintain the integrity and order of the blockchain.

inal transaction [19]. The receiver verifies the signature by decrypting the digest with
the sender’s public key and comparing it to a newly computed hash of the received
transaction. Beyond the standard digital signature, there are several other signature
schemes, including aggregate signatures [20], group signatures [21], blind signatures
[22], and proxy signatures [23]. It is important to note that, in most blockchains,
transactions themselves are not encrypted and remain visible to all participants; dig-
ital signatures serve solely to confirm authenticity and prevent tampering.

2.1.4 Smart Contract

Smart contracts are one of the most important components of blockchain technology.
Although they were not introduced in the original Bitcoin paper, the concept was first
proposed by Nick Szabo in the 1990s [24] and later popularized and implemented
in the Ethereum Whitepaper [25]. Ethereum represents a new kind of blockchain
that goes beyond simple peer-to-peer payments by enabling programmable transac-
tions and decentralized applications through smart contracts [26]. Smart contracts are
pieces of code that digitally enforce the terms of an agreement, eliminating the need
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Figure 2.2: Illustration of the role of a smart contract in blockchain. The two parties
define the terms through a smart contract, which is executable code that automatically en-
forces the agreement and records the resulting transaction on the blockchain.

for a trusted intermediary. By running automatically on a decentralized blockchain,
they enable transactions between untrusted parties without direct interaction or ex-
tra commission costs [27]. However, running smart contracts requires resources, and
hence, it is necessary to preventmisuse, such as endless or unnecessary computations.
This is where gas becomes necessary. Gas is the unit that measures the cost of execut-
ing smart contract operations on Ethereum. Read-only functions (checking account
balance) do not consume gas, but functions that change the blockchain do, since they
must be recorded in a new block [28].

An example of a smart contract use case is a parking lot that uses the Ethereum
blockchain for automated payments [29]. Without smart contracts, the system would
require manual intervention to calculate and collect fees when a vehicle leaves. With
smart contracts, sensors can detect when a vehicle enters and exits, and the informa-
tion can optionally be stored on the blockchain. The contract can then automatically
calculate the payment based on the duration of the stay and charge the vehicle owner
accordingly. Different conditions can also be programmed, such as varying rates for
cars, motorcycles, or minibuses. Figure 2.2 illustrates the role of smart contracts in a
blockchain. A transaction is added to the blockchain only after it has been processed
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by a smart contract agreed upon by both parties. In the parking lot example, the in-
teracting parties are the vehicle and the parking system.

2.1.5 Types of Blockchain

Themost commonandwidely accepted classification of blockchains divides them into
public, private, hybrid, and sometimes consortium categories [30], [31], [32]. Our pro-
posed consensus algorithm is mostly suitable for public blockchain, although it can
be easily adopted in other categories too. In a public blockchain, anyone can join and
participate; transactions are open to anyone to verify, and anyone can initiate trans-
actions and engage in the consensus process. For this reason, public blockchains are
often referred to as permissionless blockchains [33]. Examples include traditional
blockchains such as Bitcoin and Ethereum. In contrast, a private or permissioned
blockchain restricts participation to trusted parties authorized to verify and validate
transactions. These blockchains are typically operated by a central authority and are
invitation-only. Due to their controlled nature, private blockchains are often argued
not to be true blockchains, as they contradict the trustless and open principles fun-
damental to blockchain technology [34]. Examples of private blockchains include
Hyperledger Fabric, MultiChain and Corda.

Public blockchains are designed to tolerate both faulty andmalicious nodes,maintain-
ing security even in adversarial environments. Private blockchains generally assume
trusted participants and focus on handling faults rather than malicious behavior, al-
though some may include mechanisms to address limited malicious activity [35]. A
consortium blockchain, often considered a separate category [36], is a type of permis-
sioned blockchain that is semi-decentralized or semi-private, controlled by a group of
entities rather than a single authority. Lastly, hybrid blockchains combine elements
of public and private blockchains to provide maximum customization with the aim of
achieving specific goals [37].

However, some researchers also divide blockchain into many other types based on
different criteria. For example, Uddin et al. [4] mentioned a category of decentralized
ledger technologies such as blockchain based on the data structure used. The typical
chain-structured blockchains such as Bitcoin, EOS and Litecoin use a linked-list-like
data structure to store transactions. On the other hand, graph-structured blockchains
use a Directed Acyclic Graph (DAG) to store transactions, which allows transactions
to be related to each other directly instead of being bundled in a block. TheDAG-based
blockchains are considered a significant advancement of blockchain technology due
to their high scalability and efficiency, which makes them suitable for IoT applica-
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Figure 2.3: Different types of blockchain technology based on various criteria. Data
structure refers to how transactions are recorded, permission and accessibility indicate who
can participate, and use case describes the applications of blockchain.

tions [38]. In DAG-based blockchains like IOTA, each new transaction must validate
at least two previous ones, creating a network of interlinked, mutually verified trans-
actions. Unlike traditional blockchains, DAG does not require miners, enabling faster
andmore direct transaction confirmation [39]. It is to note that often such DAG based
technologies are considered as part of distributed ledger technology (DTL) instead of
directly considering them as blockchain.

In another study, blockchain was categorized into three types according to their appli-
cations [40]. The first type refers to blockchains used solely for cryptocurrencies, such
as Bitcoin. The second type involves business applications where cryptocurrency is
combinedwith smart contracts, as seen in Ethereum, which allows programmable ex-
ecution. Finally, the third type is focused purely on business usewithout involving any
cryptocurrency but still supports the execution of business logic through blockchain
platforms, such as the Hyperledger project. Figure 2.3 summarizes all these types of
blockchain technology based on different criteria.

2.1.6 Characteristics of Blockchain

The advent of blockchain technology has brought numerous benefits, many of which
stem directly from its core characteristics [41]. Figure 2.4 summarizes these key char-
acteristics and the advantages they provide.
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Figure 2.4: Key characteristics of blockchain technology. These features drive
blockchain’s strengths and support its applications across various domains.

With its decentralized nature, blockchain eliminates the need for a trusted third party,
making it suitable for many use cases that require resolving bottlenecks and avoiding
a single point of failure. One of the key strengths of blockchain is that the transaction
data remain immutable over time. Since each new block contains the hash of its par-
ent block, it becomes practically impossible to alter, update, or remove any recorded
data once a block has been validated and added to the chain. This immutability en-
sures the integrity of the transaction history. In addition, blockchain transactions
are transparent and accessible to all network participants, making auditing easier
and increasing trust by reducing the possibility of data manipulation. Additionally,
blockchain provides pseudo-anonymity, allowing users to interact with the system
using their public keys without revealing their real identities.

Blockchain is more reliable and secure than other data storage systems in several
aspects [42]. It is resistant to double spending attacks and offers greater resilience
to Distributed Denial of Service (DDoS) attacks compared to centralized systems.
In blockchain, transactions could potentially be tampered with by block producers,
such as miners in Bitcoin, or by adversaries attempting to modify historical data.
Blockchain prevents such tampering through the use of digital signatures and the
chaining of blocks via parent hashes.

According to the CAP Theorem, any distributed data storage system, such as
blockchain, can guarantee only two out of the three properties: Consistency (C),Avail-
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ability (A), and Partition tolerance (P) [43]. In the context of blockchain, consistency
means that all nodes maintain the same ledger state simultaneously, availability en-
sures that every request receives a response even if some nodes fail, and partition
tolerance means that the system continues to operate despite a network partition that
divides nodes into disjoint groups. All blockchain systems provide two of these prop-
erties. For example, Bitcoin prioritizes availability and partition tolerance, while con-
sistency is achieved in a weaker form known as eventual consistency [44].

2.1.7 Beyond Cryptocurrency

The recent surge in blockchain research is largely driven by its potential to improve
a wide range of traditional systems [45]. These works aim to adopt blockchain in
domains beyond cryptocurrency [5]. Figure 2.5 shows some of these domain applica-
tions. In healthcare, blockchain is being explored to improve the interoperability of
information exchange between organizations while maintaining privacy and security
[46]. In supply chains, blockchain enables smart contracts that automatically execute
transactions between parties without intermediaries, improving efficiency, reducing
costs, and building trust through a shared ledger [47]. In smart cities, blockchain can
securely manage and automate services such as energy distribution, traffic manage-
ment, and public records, ensuring transparency and accountability between stake-
holders [48]. In vehicular networks, it provides a decentralized, tamper-proof plat-
form for applications including traffic management, route scheduling, data sharing,
parking, and resource exchange [49]. Blockchain has also gained popularity in the
realm of non-fungible tokens (NFTs), which are unique digital assets verified and
traded on a blockchain [50]. Beyond these areas, blockchain has potential for adop-
tion in fields such as insurance, education, finance, agriculture, e-voting, resource
management, among others [51].

Many of these applications are dependent on the adoption of blockchain within IoT
systems, as the devices involved are typically IoT devices [52]. These devices must
be highly energy efficient, an area where blockchain still faces notable challenges.
Balancing blockchain’s computational requirements with the limited processing and
power capacities of IoT devices remains a critical design concern. As a result, much of
the existing research on blockchain focuses on improving its energy efficiency, either
in general or for specific use cases. Our work also focuses on this aspect, with the aim
of an improvement that could further facilitate the integration of the blockchain into
the IoT. As IoT devices and blockchain technology continue to advance, blockchain
can be more reliably deployed in a wider range of applications, helping to address
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Figure 2.5: Different application domains where blockchain can be deployed to enhance ex-
isting systems.

the inherent limitations of conventional IoT networks [53]. Section 2.3 explores the
challenges, motivations, and opportunities of blockchain in IoT in more detail.

2.2 Consensus Algorithm in Blockchain

Consensus algorithms are the heart and soul of blockchain. They are one of the core
mechanisms that enable the blockchain to achieve the same level of security and trust
that centralized systems provide without relying on a central authority [54]. Unlike
traditional systems, blockchain is not governed or controlled by a single entity. No
central server dictates what state participants must maintain in the ledger. For exam-
ple, in a centralized financial system, a bank server verifies whether a user has suffi-
cient funds before updating account balances [55]. In blockchain, whether it involves
a financial transaction like cryptocurrency or other applications beyond currency, the
transactions or datamust be recorded in the distributed ledger in away that themajor-
ity of nodes (participants) agree that the information is valid and consistent with the
system’s rules. This agreement is precisely the responsibility of the consensus algo-
rithm [56]. Consensus algorithms define the process that ensures all network partic-
ipants agree collectively and consistently on the current state of the blockchain. The
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state refers to the ledger that contains all transactions and data. Achieving consen-
sus means agreeing not only on which transactions are valid, but also on their order
within blocks and the sequence of blocks themselves. Without this shared agreement,
the integrity and reliability of the blockchain would collapse, which is why consensus
is one of the most studied components of blockchain [57]. In this section, we begin by
discussing the role of consensus algorithms in blockchain and why they are consid-
ered the backbone of decentralized systems. We then introduce the main categories
of consensus algorithms and examine the key algorithms in each, along with their
design, operation, and trade-offs.

2.2.1 The Role of Consensus Algorithm

Figure 2.6 illustrates the role and position of the consensus algorithmwithin thework-
flow of a blockchain. The figure depicts the full lifecycle of a transaction, from its
origin to its inclusion in the distributed ledger. A total of eight steps are shown, but
the consensus mechanism is used in step 5, where it selects a block producer. This se-
lection is critical because the block producer is responsible for validating transactions
and creating the next block in the chain. If the chosen block producer is unreliable,
malicious, or inefficient, it can lead to delays, rejected transactions, or even compro-
mise the integrity of the ledger. Therefore, the effectiveness and security of the entire
blockchain depend heavily on the proper functioning of this step, making the consen-
sus algorithm a central component of blockchain operations [58].

Everything in a blockchain begins with a data exchange between two entities. We
refer to them as the originator (sender) and the entity (receiver) to generalize across
different blockchain applications. In a typical cryptocurrency system, the originator
sends some form of cryptocurrency to the receiver. In more general applications, this
can be any type of data, such as sensor readings from IoT devices, where the other
entity may be an external user or some kind of devices. Regardless of the type, these
data are packaged into a proper transaction format which can be signed by the orig-
inator (and optionally by the receiver for certain applications). Once prepared, the
transaction is transmitted to the entire network.

Each participant in the blockchain network receives a copy of the transaction and
stores it in a local transaction pool after validating its basic correctness [59]. Trans-
actions are not immediately added to a block because the consensus algorithm must
first select a new block producer or apply other rules, which may introduce delays.
Once the consensus mechanism selects the next block producer, this producer bun-
dles the transactions in an orderly manner into a new block and broadcasts this block
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Figure 2.6: Illustration of the role of a consensus algorithm in blockchain with the
transaction lifecycle. After a data exchange between parties, the originator packages it as a
transaction and broadcasts it to the network. Nodes store the transaction in their local pools.
The consensus algorithm selects a block producer, who validates and groups transactions into
a block with the necessary metadata. This block is then broadcast to the network, verified by
other nodes, and added to their ledgers.

to the network. Network participants then verify that the block has been properly con-
structed and, upon successful validation, add it to their own ledgers. This cycle con-
tinues for each new set of transactions, ensuring a continuously updated distributed
ledger.

In most proof-based consensus algorithms, which will be discussed in Sections 2.2.3
and 2.2.4, the overall workflow follows the same pattern shown in the figure, with
the key difference being how the consensus mechanism in step 5 selects the block
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producer. Our work also focuses on modifying this part of the blockchain process
while keeping the rest of the workflow unchanged.

A fork in blockchain occurs when the chain diverges into two potential paths, usually
because two miners (the term used for block producers in Bitcoin) produce blocks at
the same time or due to intentional protocol changes [60]. Although forking is not a
concern for our proposed mechanism, it is worth mentioning because of its relevance
to consensus mechanisms. Forks can be temporary (soft forks), occurring when mul-
tiple blocks are added to the chain simultaneously and resolved when the network
converges on a single chain, or permanent (hard forks), resulting from intentional
changes to the protocol rules that create a lasting divergence. A hard fork introduces
non-backward-compatible changes that require all nodes to upgrade, often resulting
in a split into separate blockchains (e.g., Bitcoin and Bitcoin Cash). In contrast, a soft
fork is backward-compatible, allowing upgraded and non-upgraded nodes to coexist,
though temporary chain splits can still occur.

2.2.2 The Types of Consensus Algorithms

Since the introduction of the Proof of Work (PoW) consensus mechanism by Satoshi
Nakamoto in the original Bitcoin paper [13], a wide variety of consensus algorithms
have been developed. However, no single consensus mechanism can be considered a
strict improvement over others in all scenarios. There is no consensus algorithm that
is optimal for every possible application but only the most suitable for a given appli-
cation scenario [9]. Each consensus mechanism comes with its own strengths and
weaknesses, making it suitable for certain use cases, while less appropriate for oth-
ers. This diversity reflects the fact that different blockchain systems vary greatly in
their requirements, such as performance, security, scalability, and governance. As a
result, researchers and developers have created consensus algorithms that target spe-
cific goals or environments. Some are designed to address broad distinctions, such as
public versus private blockchains, while others are tailored to highly specific domains,
such as healthcare [61].

There is no globally accepted standard for categorizing consensus algorithms. Differ-
ent researchers have proposed various classifications depending on their focus and
requirements [62]. Nguyen and Kim [63] divided blockchain consensus into two
main types: proof-based and voting-based. In proof-based consensus, nodes demon-
strate their eligibility by performing tasks related to block production, while in voting-
based consensus, nodes vote on which block or transaction should be accepted, and
the majority decision determines the accepted state of the blockchain. Fu et al. [64]
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Table 2.1: List of Different Types of Consensus Algorithms

Category List of Some Consensus Algorithms

Proof Based Traditional PoW[13], PoS[66], DPoS[67], PoUW[68], PoQ[69],
PoA[70], PoAu[71], PoAh[72], PoET[73], PoCapac-
ity[74], PoSpace[75], PoPF[76], PoB[77], PoI[78],
PoH[79], PoLuck [80], PoR[81], PoV[82]

Proof Based Modern DT-DPoS[83], CloudPoS[84], LPoS[85], PPoS[86],
CPoA[87], GPoA [88], CPoAu[89], HDPoAu[90],
DC-PoET[91], B-LPoET[92], PoPT[93], PoWeight[94],
DPoI[95], PoP [96], PoEM [10]

Byzantine Fault Tolerance PBFT[97], Adapting-PBFT[98], G-PBFT[99], SG-
PBFT[100], T-PBFT[101], Dynamic-PBFT[102],
SDMA-PBFT[103]

Miscellaneous RAFT[104], Groupchain[105], Hyperledger Fab-
ric[106], Ripple[107], Hashgraph[108], Tender-
mint[109]

proposed a four-category classification: ledger-based, voting-based, committee-and-
voting-based, and fair-accounting-based consensus. Meanwhile, Zhou et al. [65] sug-
gested another fourfold classification: crash fault tolerance (CFT), Byzantine fault
tolerance (BFT), proof-of-something (PoX), and hybrid consensus.

To provide a clearer understanding of the mechanisms relevant to our consensus
mechanism,we organize consensus algorithms into fourmain categories, as discussed
in Sections 2.2.3–2.2.6. Table 2.1 presents a list of the consensus algorithms discussed,
organized by different categories. Since our proposed mechanism is proof-based, we
focus primarily on this category and further divide it into two subcategories: tradi-
tional and modern. We define traditional proof-based algorithms as those that intro-
duce a distinct mechanism for selecting the block producer, whereas modern algo-
rithms represent modifications or enhancements of these traditional approaches. For
completeness, we also include two additional categories: Byzantine Fault Tolerance
(BFT) mechanisms and miscellaneous approaches that do not fit neatly into any of
the other three categories.

2.2.3 Proof Based Traditional Consensus Algorithms

The Proof of Work (PoW) mechanism [13] selects the block producer through a com-
putational effort called mining. Miners compete to solve a cryptographic puzzle,
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which typically involves finding a nonce (Number used ONCE) such that the hash
of the block header meets a network defined difficulty target, such a certain num-
ber of leading zeros in the hash. This requires repeated hashing and trial and error,
making block production probabilistic and resource intensive. A miner cannot begin
calculating the nonce for future blocks in advance, because it first requires the exact
hash of the immediately preceding block. The first miner to solve the puzzle gains
the right to add the next block and collect the associated block reward and transac-
tion fees. The requirement for substantial computational effort makes rewriting the
blockchain extremely costly, and feasible only if an entity succeeds in controlling at
least 51% of the total computing power, which is practically impossible.

Proof of Stake (PoS) [66] selects the block producer based on the amount of cryp-
tocurrency a validator locks, or stakes, in the system. Validators are chosen pseudo
randomly, with higher stakes increasing the probability of selection. Misbehaving
validators, for instance those who double sign or attempt invalid transactions, can
lose part of their staked coins through slashing, aligning economic incentives with
network security. Delegated Proof of Stake (DPoS) [67] refines PoS by introducing
a governance layer in which stakeholders vote for a small set of delegates who then
take turns producing blocks. This approach reduces the number of active block pro-
ducers, increasing throughput and reducing latency. DPoS protocols often include
mechanisms to rotate delegates periodically and penalize inactivity or misconduct,
further ensuring security and incentivizing consistent participation.

Other variants focus on useful contributions beyond raw computation or stake. Proof
of Useful Work (PoUW) [68] ensures that the computational effort performed has
practical applications, while Proof of Quality of service (PoQ) [69] selects block pro-
ducers based on the quality of resources or service they provide. Proof of Activity
(PoA) [70] combines PoW and PoS:miners first solve a PoWpuzzle to propose a block,
then the network uses PoS to choose which miners actually finalize it. Proof of Au-
thority (PoAu) [71] and Proof of Authentication (PoAh) [72] rely on the identity or
reputation of the validators rather than computational power or stake, often suitable
for permissioned networks [110].

Several mechanisms leverage timing or resource contribution. These include Proof of
Elapsed Time (PoET) [73], where a trusted execution environment generates a ran-
domized wait time and the node with the shortest time produces the block. Proof of
Capacity (PoCapacity) [74] and Proof of Space (PoSpace) [75] use allocated storage
space as the resource for selection, rewarding nodes that commit larger amounts of
disk capacity. Similarly, Proof of Bandwidth (PoB) [77] rewards nodes based on net-
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work contribution or fairness metrics. Proof of Participation and Fees (PoPF) is the
initial consensus algorithm used in JcLedger (Joint Cloud ledger) [111].

Other interesting variations include Proof of Importance (PoI) [78], which combines
stake, transaction activity, and network reputation to determine block producers.
Proof of History (PoH) [79] encodes the passage of time cryptographically, allowing
nodes to efficiently verify the ordering of events and the selection of leaders. Proof of
Luck (PoLuck) [80] uses a trusted hardware random number generator to select the
block producer, whereas Proof of Retrievability (PoR) [81] requires the nodes to prove
that they can retrieve stored data correctly before being allowed to create blocks. Proof
of Vote (PoV) [82] integrates voting mechanisms into the selection, choosing valida-
tors based on the accumulated votes in the system.

Collectively, these traditional proof-based mechanisms illustrate the diversity of ap-
proaches to consensus. Although PoW and PoS remain the most widely known, the
range of mechanisms demonstrates how networks can balance security, fairness, ef-
ficiency, and resource utilization. Many modern variants are built based on these
traditional ideas by improving security, reducing energy consumption, or integrating
additional metrics for block selection.

2.2.4 Proof Based Modern Consensus Algorithms

Several innovative approaches that are based on traditional proof-based concepts have
been developed to meet the evolving demands of decentralized systems. DPoS has
been enhanced into Dynamic Trust DPoS (DT-DPoS) [83], which incorporates a dy-
namic trust model to improve security and flexibility. CloudPoS [84] is a proof-of-
stake–based consensus protocol that leverages cloud users’ infrastructure to securely
record data operations occurring in the cloud environment. Leased PoS (LPoS) [85]
enables token holders to lease their coins to validators, allowing for passive partici-
pation in the network’s consensus process. Periodic PoS (PPoS) [86] is a consensus
algorithm for lightweight applications that introduces the concept of delaying trans-
action broadcast. Transactions are firstmulticast to a group of supervisor nodes. Then
these nodes periodically forward the transactions to validators to produce blocks.

Credit-based Proof of Activity (CPoA) [87] enhances traditional PoA by using a credit
reward system,multi-level node selection, andworkload differentiation to incentivize
honest nodes, penalize malicious behavior, and reduce the likelihood of fraudulent
block creation. Similarly, Game Theory-based PoA (GPoA) [88] is another efficient
version of PoA that relies on game theory to deal with selfish mining and majority
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attacks. Concurrent Proof of Authority (CPoAu) [89] selects authority nodes based
on reputation, security score, online age, and performance metrics, ensuring reliable
validation of identities, blocks, and transactions while reducing misbehavior and im-
proving the security and confidentiality of the blockchain. Honesty-based Distributed
PoAu (HDPoAu) [90] focuses on honesty-based validation and also integrates PoW to
take advantage of the collective computational resources of IoT.

B-LPoET [92] is a lightweight PoET-based consensus for private permissioned
blockchains that reduces multi-node overhead, improves scalability, and allows par-
ticipants to verify identities before joining, outperforming traditional PoET in trans-
action validation and block creation. Proof of Previous Transaction (PoPT) [93] is an
improvement of PoPF used for the JCLedger blockchain. Proof-of-Weight (PoWeight)
[94] is a consensus mechanism that assigns influence based on user weight, typically
determined by coin holdings, allowing high-speed transactions and fork resistance.
It is better suited for creative projects than commercial networks due to limited user
incentives. Dynamic PoI (DPoI) [93] dynamically delegates block creation based on
the calculated importance of each node, considering factors such as activity, trading,
longevity and credit.

Proof of Play (PoP) [96] and Proof of Evolutionary Model (PoEM) [10] are two unique
consensus algorithms that, although not direct improvements on existing approaches,
are considered modern due to their innovative contributions to the evolving land-
scape. In multiplayer P2P games, players typically share real-time game data through
a central server, causing high latency (often termed as ping) for distant players [112].
PoP addresses this by providing a blockchain-based consensus that does not require
a central server and minimizes interference while enabling a secure, fully decentral-
ized, and community-sustainable multiplayer environment. PoEM is one of the first
attempts to integrate machine learning with blockchain consensus algorithms. We
discuss their mechanisms in detail in Section 2.4.4 since it is closely related to our
proposed approach.

2.2.5 Byzantine Fault Tolerance Consensus Algorithms

The concept of Byzantine Fault Tolerance (BFT) originates from the Byzantine Gen-
erals Problem, introduced by Leslie Lamport in 1983 [113]. In a distributed system,
some components may malfunction or act maliciously, sending inconsistent or mis-
leading information to others. This challenge is illustrated by the Byzantine Generals
Problem: a group of generals of the Byzantine army are camped around an enemy city
andmust agree on a common battle plan, communicating only via messengers. Some
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generalsmay be traitors, attempting to disrupt consensus. The goal is to design a strat-
egy that ensures all loyal generals can agree on the same plan despite the presence of
traitors. It has been shown that, with oral messages alone, consensus is possible only
if more than two-thirds of the generals are loyal. [114]. BFT algorithms manage this
by requiring multiple rounds of communication and cross-verification among nodes,
ensuring that the influence of malicious actors is limited and consensus is reached
only when a sufficient majority of honest nodes agree.

This concept has been applied in blockchain to develop consensus algorithms that
defend against faulty or malicious nodes in highly secure systems. However, mecha-
nisms such as Practical BFT (PBFT) [97] incur high overhead due to computational
complexity as the number of nodes increases. G-PBFT [99] leverages the geograph-
ical location of fixed IoT devices to reach consensus, but its average latency is too
high for real-time IoT applications. Similar limitations affect other PBFT variants,
including Score Grouping PBFT (SG-PBFT) [100], Adapting-PBFT [98], EigenTrust-
based PBFT (T-PBFT) [101], Dynamic-PBFT [102], and Scalable-Dynamic-Multi-
Agent PBFT (SDMA-PBFT) [103]. Overall, these algorithms are most suitable in
highly adversarial environments where safety and fault tolerance are prioritized over
efficiency. Another similar consensus approach is Crash Fault Tolerance (CFT),
which focuses only on handling nodes that fail by crashing or stopping, making it
more efficient but unable to deal with malicious or inconsistent behavior [115].

2.2.6 Miscellaneous Consensus Algorithms

Several blockchain platforms implement consensus mechanisms designed for effi-
ciency and scalability in permissioned or specialized networks. RAFT [104] uses
the RAFT protocol, a leader-based consensus suitable for fast and reliable ordering
of transactions in small networks. Groupchain [105] organizes nodes into groups to
achieve consensus efficiently, improving throughput while maintaining fault toler-
ance. Hyperledger Fabric [106] separates transaction endorsement from ordering and
uses a pluggable consensus model, allowing RAFT or Kafka-based ordering services
to validate and commit transactions deterministically.

Other platforms focus on achieving fast, low-latency consensus inmore decentralized
environments. Ripple [107] relies on a consensus protocol among a trusted set of val-
idators to confirm payments quickly and prevent double-spending. Hashgraph [108]
uses a gossip-about-gossip protocol combined with virtual voting to achieve asyn-
chronous Byzantine Fault Tolerant (aBFT) consensus without a blockchain. Tender-
mint [109] implements a Byzantine Fault Tolerant consensus that deterministically
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orders transactions with high security and low latency, making it suitable for both
public and private blockchains.

2.3 Integration of Blockchain in IoT

The Internet of Things (IoT) has become a transformative force in the ongoing quest
to improve human life [116]. In this context, the term “things” means a wide range
of connected entities, from small sensors to large-scale infrastructure, all working to
connect electronic and electrical components into intelligent networks [117]. IoT de-
vices rely on sensors to gather data and create a seamless link between the physical
and digital worlds. In recent years, researchers and entrepreneurs have invested heav-
ily in IoT, developing innovative services for a variety of applications [118]. However,
the enormous volumes of data generated by these devices often overwhelm traditional
centralized systems, causing performance bottlenecks and exposing security vulner-
abilities [119]. The integration of blockchain technology into IoT presents a promis-
ing approach to these challenges, addressing issues such as single points of failure
and insecure data management [120]. The decentralized peer-to-peer architecture of
blockchain helps to reduce bottlenecks, strengthen security, and improve Quality of
Service (QoS) in IoT networks [121]. In this section, we discuss the challenges of
adopting blockchain in IoT and the motivations for overcoming them. We also high-
light the current state-of-the-art studies on blockchain integration in IoT and consider
future directions. Finally, we conclude with two relevant topics related to this inte-
gration: Blockchain as a Service (BaaS) and energy optimization methods.

2.3.1 Challenges of Adopting Blockchain in IoT

Several studies have identified various technical limitations of blockchain that hinder
its adoption in IoT systems, which are often constrained by limited storage capacity
and strict power consumption requirements. Anywork similar to ours with the aim of
integrating blockchain IoT needs to carefully assess these issues. Figure 2.7 highlights
some of these challenges reported across various studies.

In their survey, Uddin et al. [4] highlighted a range of these challenges. One key issue
is the unavoidable trade-off between power consumption and security when process-
ing IoT data. For example, the Proof-of-work consensus for Bitcoin requires miners
to compete in solving complex computations, resulting in extremely high electricity
usage. This consumption has even exceeded the total electricity usage of some coun-
tries such as the Czech Republic, Austria, and Colombia [122]. Although this energy
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Figure 2.7: Challenges of Adopting Blockchain in IoT

cost is significant, it is also the reason PoW provides strong protection against Sybil
attacks and ensures that blocks remain resistant to tampering. This energy challenge
is closely related to another major concern, which is the performance of the system.
A reliable IoT system must maintain high throughput to avoid delays in transaction
processing. However, slower consensus algorithms can increase the time required for
transactions to be confirmed, leading to reduced throughput.

In another study, Reyna et al. [123] pointed out that the limited storage capacity of
IoT devices, combined with the high storage requirements of blockchain, makes it
difficult to handle large-scale big data effectively. Privacy concerns are also another
significant challenge in this regard. The transparency of blockchain can increase trust,
but it can also compromise confidentiality because it offers only pseudo-anonymity.
Achieving true anonymity requires the integration of additional privacy-preserving
techniques, which can be inefficient or impractical in blockchain-based IoT systems.
The technical challenges are further compounded by human and regulatory factors.
As noted by Atlam et al. [124], the lack of skilled professionals in the relatively new
blockchain domain creates a barrier to its adoption in IoT. All of these studies have
warned of the uncertainty surrounding regulations and compliance. Although the
absence of a central authority can be seen as an advantage, it can also allow fraudulent
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Figure 2.8: Motivations Behind Adopting Blockchain in IoT

transactions, scams, and other illegal activities to occur more easily than in systems
governed by strict regulations.

2.3.2 Motivations Behind Adopting Blockchain in IoT

Blockchain has emerged as a technology that eliminates the need to trust conventional
centralized authorities and, more broadly, removes the need for a central authority.
However, this does not make the blockchain completely trustless. Rather, it can be
viewed as a confidence machine that strengthens trust in the operations of a system
between independent entities, indirectly reducing the need for traditional trust [125].
With these characteristics, blockchain can address the single point of failure problem,
serve as an effective means of storing and processing IoT data, and mitigate various
security issues present in centralized IoT systems. These benefits are presented in
Figure 2.8.

In traditional IoT, the central server typically handles all computing tasks, which can
lead to a system-wide failure if it stops working. In addition, such systems are vul-
nerable to malicious attacks like DDoS, Sybil attacks [126]. Blockchain enables the
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replacement of centralized servers with edge server clusters, allowing distributed task
execution in collaboration with IoT devices [127]. Cost reduction is a key objective for
organizations seeking to scale up their operations. The expenses associated with in-
frastructure, maintenance, networking equipment, and intermediaries make the de-
ployment of current IoT applications considerably costly. Blockchain has the potential
to save money in these cases [128]. Certain applications, such as tracking goods in a
supply chain or managing patient medical records, require the ability to trace data
back to its origin. Blockchain facilitates the rapid verification of historical data while
ensuring its authenticity and integrity [4]. The transparency of blockchain further
encourages adoption in IoT systems, enabling connected networks to share informa-
tion efficiently while maintaining privacy, which can be important in systems such as
hospital management. In addition, blockchain provides benefits such as immutabil-
ity, tamper resistance, and a degree of anonymity.

2.3.3 Current State of Blockchain in IoT

Blockchain technology has the potential to address a range of challenges related to
security, privacy, and scalability. However, these benefits come with the difficulty
of managing the vast amounts of data generated by IoT sensors when processed on-
chain. In addition, the confidentiality of transactions is not fully guaranteed in pub-
lic blockchains, as transaction patterns can often be analyzed to reveal sensitive in-
formation [129]. To mitigate these issues, numerous solutions have been proposed
across different domains, including healthcare, smart cities, vehicular networks, sup-
ply chain and agriculture. Table 2.2 summarizes some of these recent studies in vari-
ous fields.

A number of innovative studies have been carried out to enhance the applicability of
blockchain in the healthcare sector. These efforts primarily focus on medicine and
drug traceability, remote patient monitoring, and the management of electronic med-
ical records [130]. Ismail et al. [131] proposed a cluster-based blockchain architecture
to reduce the computational and communication overhead in healthcare data man-
agement. They introduced the concept of canal to facilitate the sharing of confiden-
tial transactions with defined groups. In another study, Drugledger [132] was intro-
duced to improve drug traceability and regulation by expanding UTXO workflow of
blockchain, thus enhancing performance in lightweight systems. Similarly, Srivastava
et al. [133] developed a scalable blockchain framework for remote patient monitoring
by employing the GHOSTDAG protocol, a transaction confirmation mechanism that
structures each transaction as a node within a directed acyclic graph rather than rely-
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Table 2.2: Recent Studies Focused on Adopting Blockchain in IoT

Ref Domain Description

[131] Healthcare A clustering-based lightweight network architecture for
healthcare management using blockchain.

[132] Healthcare An efficient framework to improve drug traceability and regu-
lation using an expanded UTXO workflow.

[133] Healthcare A scalable blockchain framework for remote patient monitor-
ing using the GHOSTDAG protocol.

[134] Smart City A lightweight P2P network to securely store IoT data on cloud
storage.

[135] Smart City A blockchain-based framework to improve cybersecurity in
smart cities.

[136] VANET A blockchain- and IoT-based framework to connect waste col-
lection vehicles.

[137] Agriculture A BC-IoT food supply chain management system to monitor
food production and processing.

ing on a single linear chain of blocks.

Blockchain has significant potential to improve the efficiency and reliability of ser-
vices in smart cities. A smart city is an urban area where residents are connected
through an integrated network of computerized systems that collect, process, and an-
alyze various types of data to improve quality of life and provide a wide range of effi-
cient services. Existing smart city systems often rely on centralized servers controlled
by third parties, giving residents little or no control over their personal data [138]. To
address this issue, several frameworks have been proposed. Paul et al. [134] devel-
oped a lightweight peer-to-peer network with low computational cost, in which the
communication of each IoT device is treated as a transaction and securely stored in
cloud storage. In another study [135], a blockchain-enabled approach was introduced
to improve the cybersecurity of smart cities whileminimizing the overhead associated
with blockchain integration.

Vehicular Ad-hoc Network (VANET) is another domain that is currently exploring
the integration of blockchain with IoT devices. Saad et al. [136] proposed a VANET
framework using IoT devices to connect waste collection vehicles in urban areas.
Blockchainwas used to secure communication between vehicles andmake the system
more trustworthy. They also presented practical results by deploying actual vehicles
in Karachi, Pakistan. In agriculture, a food supply chain management architecture

25



was proposed that integrates IoT devices with blockchain to address storage, scalabil-
ity, and security challenges in existing mechanisms [137]. Using this framework in
agriculture facilitates remote monitoring of food production at every stage along the
supply chain, ultimately improving food quality, reducing food waste, and providing
consumers with better traceability to ensure safe, high-quality and sustainable food.

2.3.4 Future of Blockchain in IoT

Although hundreds of studies have explored blockchain adoption in IoT, real-world
implementations remain relatively limited [139]. This low adoption at the organiza-
tional level is influenced by several factors. Dehghani et al. [140] conducted a hands-
on study, including interviews with several North American organizations, and iden-
tified both negative factors that hinder adoption and positive factors that could en-
courage future uptake. Figure 2.9 illustrates the seven key factors identified in this
study.

One major challenge is that blockchain is still a relatively new and evolving tech-
nology. Its continuous development and frequent changes make it appear volatile
and immature. Moreover, most organizations lack the necessary technical expertise,
and hiring new personnel to bridge this gap increases costs, discouraging adoption.
Uncertainty in the legal and regulatory status of blockchain also plays a major role.
Many organizations fear that a single lawsuit could threaten their entire business. In
addition, the absence of established standards further hampers adoption. Unlike sec-
tors with well-defined models, such as the OSI model for network communication,
blockchain lacks universal guidelines. As a result, organizations often create their
own standards, leading to fragmentation, limited interoperability, and difficulties in
coordinating future efforts.

Blockchain technology can be attractive because it improves the quality of data. In
sectors such as supply chain management, products can be tracked at every stage
of the process, ensuring better auditability and reliability of data. When organiza-
tions believe that their systems can easily exchange and integrate information with
blockchain, they gain confidence in adopting it. Higher perceived interoperability
lowers integration complexity and further strengthens adoption intentions. In addi-
tion, blockchain offers properties such as transparency, immutability, and decentral-
ization that enhance trust and collaboration within business networks. By ensuring
that all participants share a single consistent repository, blockchain fosters stronger
cooperation and accountability. Together, these factors positively influence the inten-
tion of organizations to adopt blockchain.
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Figure 2.9: List of factors influencing anorganization’s intention to adopt blockchain.
Positive factors encourage adoption, while negative factors create challenges or barriers for
organizations.

In addition, traditional blockchain, with its high computational costs and limited scal-
ability, is not well suited for the IoT environment. However, the future of blockchain
in IoT could be transformed by the technology introduced by IOTA (Internet of Things
Application) [141]. IOTA is a next-generation distributed ledger that overcomes
the limitations of traditional blockchain, offering virtually unlimited scalability for
IoT applications. IOTA uses a Tangle, a directed acyclic graph (DAG), instead of a
blockchain to store transactions. Each transaction acts as a vertex in the graph, and
when a new transaction is issued, it must validate two previous transactions. Net-
work participants perform lightweight proof-of-work (PoW) to confirm transactions
and prevent spam or attacks. Unapproved transactions, called tips, are selected using
algorithms like Uniform Random Tip Selection or Weighted RandomWalk to ensure
fair validation. Transactions gain cumulative weight as they are approved directly
or indirectly, which helps prioritize newer and more important transactions. This
structure allows the Tangle to scale efficiently for IoT devices, eliminates the need
for mining, and requires much less PoW compared to traditional blockchains [142].
Another important benefit of IOTA is that its signature scheme is quantum-resistant.
Unlike the digital signatures used in Bitcoin andmany traditional blockchains, which
could potentially be broken by sufficiently powerful quantum computers, IOTA uses
the Winternitz one-time signature scheme [143], which is designed to remain secure
against quantum attacks [144].

Whether it is IOTA or another form of blockchain technology, it is inevitable that
blockchainwill eventually harness its potential in real-world IoT environments, given
the immense benefits it offers [145]. Many transformative technologies in the past ex-
perienced slow adoption due to a limited understanding of their benefits or arriving
slightly ahead of their time. Deep neural networks in machine learning provide a
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clear example of this phenomenon [146]. The future of blockchain and its integra-
tion with IoT depends on the efforts of innovative researchers. Although their initial
contributions may appear modest, over time these incremental advances will collec-
tively unlock the full potential of the technology, ultimately making it a cornerstone
for enhancing quality of life in the interconnected world of IoT.

2.3.5 Blockchain as a Service for IoT

With no established standard, the barrier to developing blockchain-based applica-
tions remains relatively high [147]. One of the earliest public-sector adopters was
the United Arab Emirates government for the city of Dubai and the U.S. state of Illi-
nois, but their approaches differed. Dubai aimed to build a unified system, while
Illinois focused on creating a platform for individual pilot projects [148]. Integrating
a full blockchain framework into IoT systems on one’s own can be cumbersome, as
it requires a dedicated infrastructure. Blockchain as a Service (BaaS) addresses this
challenge by providing ready-made solutions through cloud, IoT and edge platforms.
It offers capabilities such as network deployment, system monitoring, smart contract
testing, and consensus management, enabling developers to focus on business logic
instead of infrastructure. Similar to cloud services, BaaS handles resources, band-
width, and connectivity while outsourcing the technical overhead to providers. This
approach accelerates adoption by making blockchain application development, test-
ing and deployment more efficient and accessible [149].

As with most breakthrough technologies, the major tech giants have quickly moved
to offer BaaS solutions. Alibaba’s BaaS [150], built on Kubernetes, supports multiple
frameworks such as Hyperledger Fabric, Enterprise Ethereum, Quorum, and its own
Ant Blockchain. IBM’s platform [151], based on Bluemix andHyperledger Fabric, pri-
oritizes enterprise-grade security and scalability while simplifying smart contract de-
velopment through Hyperledger Composer. Microsoft’s Azure BaaS [152] accommo-
dates various protocols and introduces Cryptlets for secure interoperability between
cloud, middleware, and client applications. Oracle’s blockchain cloud service [153] ,
powered by Hyperledger, focuses on performance and security, offering APIs and au-
tomated management tools. Amazon’s Managed Blockchain [154] uses a modular ar-
chitecture that enables members to build, manage, and scale decentralized networks
with Hyperledger Fabric. Besides these, there have been many independent efforts
by researchers to develop BaaS platforms to allow businesses to deploy blockchain
technology with minimal effort [155].
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Figure 2.10: Broad hierarchical categories of energy optimization methods for net-
works of battery-powered devices. Many of these methods are applicable to other fields
that aim to optimize energy efficiency.

2.3.6 Energy Optimization Methods

Since the inception of battery-powered devices, researchers have explored various ap-
proaches to reduce energy consumption, improve efficiency, extend battery life, and
optimize overall performance [156]. One of the first forms of such networks is the
Wireless Sensor Network (WSN), composed of distributed sensor nodes that commu-
nicatewirelessly and collect environmental data such as temperature, motion and pol-
lution levels [157]. More recently, these battery-powered devices have expanded into
IoT networks, along with other specialized forms such as Vehicular AdHoc Networks
(VANETs), Mobile Ad Hoc Networks (MANETs), Delay Tolerant Networks (DTNs),
and Low Power Wide Area Networks (LPWANs). The energy optimization methods
applied in these networks are broadly categorized in Figure 2.10. Since our work
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focuses on battery-powered devices such as IoT, it is important to briefly highlight
these methods, as a consensus algorithm designed for IoT could potentially incorpo-
rate them.

The energy optimizationmethods illustrated in the figure have been collected and sys-
tematically organized into a hierarchical framework based on several studies [158],
[159], [160], [161]. Among the various techniques used in battery-powered networks,
widely adopted approaches include data aggregation and adaptive sampling, which
reduce communication overhead by combining or selectively sampling sensor data
prior to transmission. Duty cycling alternates nodes between active and sleep states to
reduce idle power consumption. Hierarchical routing, such as cluster-based schemes,
mitigates redundant transmissions by organizing nodes into groups. Energy harvest-
ing techniques, including solar or vibration-based methods, capture ambient energy
to replenish batteries and extend the device lifetime. Collectively, these methods
improve energy efficiency, minimize waste, and prolong the operational lifespan of
battery-powered networks. Further details can be found in the referenced articles.

2.4 Integration of ML and AI in Blockchain

In the 21st century, machine learning (ML) and artificial intelligence (AI) have be-
come increasingly integrated into nearly every aspect of human life. Their applica-
tions range from highly sensitive domains such as medical procedures and disease
detection to areas such as e-commerce, healthcare, smart cities, and cybersecurity
[162]. What began in the 1960s with relatively simple pattern recognition tasks such
as letter identification [163] has now advanced to solving highly complex problems
that would take humans days to complete, or may even be impossible. This progress
has been made possible through improvements in ML algorithms, the availability of
large datasets, and the growth of computing power [164]. The Internet of Things (IoT)
already appliesML solutions to strengthen security, optimize storage, and address pro-
cessing challenges [165]. Similarly, blockchain technology can benefit greatly from
its integration with AI, particularly in IoT environments [166]. Although IoT de-
vices generally lack the expensive graphical processing units (GPUs) required for deep
learning mechanisms, lightweight supervised and unsupervised learning methods,
when properly optimized, can serve as practical alternatives to many of the computa-
tionally demanding tasks in blockchain systemswithout compromising security [167].
In this section, we discuss how existing security techniques are being enhanced by
ML methods and how these techniques can be generalized to blockchain. We then
examine how consensus algorithms can benefit from ML techniques, followed by a
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discussion of a specific consensus algorithm that has attempted to integrate ML into
blockchain.

2.4.1 Security Enhancement using AI techniques

Machine learning and deep learning techniques have become essential tools for en-
hancing security in a wide range of fields [168]. Gaining an understanding of how
these techniques operate and the benefits they deliver provides important insights
into how these approaches can be adapted to strengthen security within blockchain
systems.

Network Intrusion Detection Systems (NIDS) are among the most researched and
widely adopted applications of machine learning in security enhancement. In a net-
work environment, intruders can attempt to launch various new attacks, which are
becoming increasingly difficult to detect due to the massive growth of network traf-
fic [169]. Machine learning approaches can significantly reduce the number of false
alarms typically observed in traditional solutions and improve the overall reliability
of detection [170]. In general, NIDS can be implemented as either hardware or soft-
ware systems that automaticallymonitor incoming and outgoing traffic. They analyze
different parameters of network flow and compare them with a predefined profile to
determine whether an attack is occurring [171]. These profiles, or traffic datasets,
can be used to trainmachine learningmodels, thus replacing conventional rule-based
systems. Depending on the size of the dataset and the complexity of the network, the
algorithms used may range from relatively simple methods such as decision trees and
k-means clustering to advanced deep learning techniques such as convolutional and
recurrent neural networks. [172].

Anomaly detection is a core aspect of intrusion detection, focusing on identifying de-
viations from normal system or network behavior that may indicate unauthorized or
malicious activity. Although intrusion detection includes both signature-based and
anomaly-based approaches, anomaly detection specifically enables the identification
of previously unknown attacks by modeling normal behavior [173]. An anomaly is
any data point that deviates from the expected pattern, which may or may not be ma-
licious. Unlike traditional intrusion detection systems, anomaly detection systems
(ADS) can use semi-supervised or unsupervised learning to identify unusual data
without assigned labels [174]. Deep learning techniques have further advanced ADS,
substantially improving detection accuracy [175]. Malware, or malicious software, is
another critical security concern addressed with machine learning. Malware refers to
software designed to disrupt, damage, or gain unauthorized access to a system with-
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out the user’s knowledge [176]. As malware becomes increasingly sophisticated and
evasive, traditional detection methods often fail, making machine learning essential,
even for Android and other mobile platforms [177].

Software-DefinedNetworking (SDN) is amodernnetworking paradigm that enhances
scalability, flexibility, and manageability. By separating the control plane from the
data plane (responsible for forwarding packets), SDN enables centralized control,
improved network performance, and easier programmability of network operations
[178]. ML has been increasingly applied in SDN to optimize various aspects, includ-
ing traffic flow forecasting [179] and route optimization [180]. Beyond general perfor-
mance improvements, ML-based solutions have also been developed to enhance SDN
security, such as predicting network attack patterns [181], mitigating DDoS attacks
[182], and supporting intrusion detection [183]. In general, implementing various
network functions, such as firewalls, Network Address Translation (NAT), and oth-
ers, requires separate networking devices. This approach makes developing new net-
work functions increasingly difficult and time-consuming, as it involves creating new
devices, training professionals on the latest technologies, and incurring high costs.
Network Function Virtualization (NFV) addresses these challenges by using main-
stream devices and virtualization to facilitate network functions. This allows the de-
ployment of new functions simply by provisioning a virtualized environment within
the existing infrastructure [184]. NFV also uses ML to enhance security for functions
such as anomaly detection [185]. Moreover, approaches that integrate SDNwith NFV
often utilize different ML algorithms to further improve the security of the combined
implementation [186].

2.4.2 Usage of ML and AI Algorithms in Blockchain

Several studies have highlighted how blockchain can be used in conjunction withML
and AI algorithms to improve different parts of existing approaches [187]. Some have
proposed complete blockchain-based architectures integratedwithML for specific ap-
plications, while others have focused on strengthening security and introducing mit-
igation techniques. In addition, certain works have explored modifications to the in-
ternal components of the blockchain itself.

Although blockchain andMLmay seem like two distant technologies, the reality is far
from this perception [199]. Over time, several researchers have proposed numerous
approaches that improve existing systems usingML. Previously, a number of domains
that employ blockchain and IoT were summarized in Table 2.2. Many of these appli-
cation areas have also attempted to integrate ML with blockchain to provide various
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Table 2.3: Recent Studies Incorporating ML with Blockchain

Ref Specialty Description

[188] Supply Chain Framework for tracking perishable food distribution using
blockchain, fuzzy reasoning, and learning techniques.

[189] Supply Chain Supply chain management and recommendation system for drugs
combining blockchain and ML for smart pharmaceutical industry.

[190] Supply Chain Intelligent vaccine distribution system leveraging blockchain, IoT
sensors, and ML models.

[191] Healthcare Blockchain- and IoT-based management of vaccination workflows
with integrated learning support.

[192] Healthcare Service platform providing healthcare analytics with deep learning
over blockchain infrastructure.

[192] Agriculture System to ensure transparency in agricultural logistics through
blockchain and IoT with ML.

[193] Agriculture Smart agricultural framework for detecting crop pests using IoT
monitoring, blockchain, and ML.

[194] Education System for detecting forgery and ensuring reliable academic results
via blockchain and ML.

[195] Sports Sports outcome prediction model incorporating blockchain with
hidden Markov approaches.

[196] IoT Enhancing IoT quality of service through integration of blockchain
control and ML algorithms.

[197] Security Detection of abnormal network traffic patterns for blockchain us-
ing ML-based monitoring.

[198] Block Size Bitcoin sustainability framework by dynamically adjusting block
size with predictive analysis.

[10] Consensus Lightweight evolutionary consensus method for IoT-focused
blockchain-as-a-service platforms.

refinements, and some have additionally incorporated IoT. As shown in Table 2.3,
fields such as supply chain [188], [189], [190], healthcare [191], [192], agriculture
[192], [193], education [194], and even sports [195] have used these technologies in in-
novativeways to bringmultiple improvements. Some of the security aspects discussed
in Section 2.4.1, such as anomaly detection, can also play a critical role in blockchain
networks [200]. Blockchain is prone to various anomalous activities that can com-
promise its security. Machine learning approaches used in traditional systems can
therefore be adapted to enhance the security of blockchain technology [197]. Addi-
tionally, researchers have attempted to bring IoT, ML, and blockchain together under
a unified framework [196].

Beyond traditional domains, machine learning can be applied to improve many core
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components of blockchain technology. CheSuh et al. [196] address the scalability
limitations of the Bitcoin network, such as long transaction verification times and
high fees, which hinder greater adoption. They formulate an optimization problem
to increase the number of transactions per block and propose a machine learning
framework to dynamically predict optimal block sizes. The framework uses Extreme
Gradient Boosting (XGB), trained on four years of historical network data with nine
network-related attributes, to determine block sizes with high accuracy. On the other
hand, Zhao et al. [10] focus on another core component: the consensus algorithm.
They model block producer selection as a learning-to-rank problem that ranks net-
work participants based on various attributes and chooses the highest-ranked node as
the block producer. Section 2.4.4 provides a more detailed discussion of this consen-
sus algorithm.

2.4.3 Opportunities of ML Based Consensus Algorithms

A consensus algorithm that uses machine learning is increasingly seen as an impor-
tant direction for the future of blockchain [201]. By adding intelligence to the consen-
sus, ML can improve network security by detecting nodes that behave suspiciously
or maliciously. Instead of relying on traditional rule-based systems to spot problems,
ML can continuously monitor node behavior, resource usage, andmessage exchanges
to isolate risky nodes proactively. ML models can also dynamically adjust consensus
parameters, such as latency limits, voting weights, or fault thresholds. These models
learn from historical data on node behavior and transactions, creating amore detailed
reputation system. Unlike traditional reputation systems that look at only a few fac-
tors, ML can analyze many security, reliability, and performance indicators, giving a
more accurate and flexible measure of node trustworthiness.

In IoT environments, where devices have limited resources and networks often
change, ML adds flexibility to consensus protocols. Instead of using a single fixed
algorithm, ML can adjust parameters such as block size, timeouts, and communica-
tion frequency to maintain efficiency under different conditions. This flexibility can
also extend to switching between different consensus algorithms. For example, ML
could use real-time network data and past patterns to select the best algorithm at any
moment. During low network load, a resource-heavy method, such as Proof of Work,
could be used to maximize security, while under high traffic, a lighter approach, such
as Proof of Elapsed Time, may be better for performance. If unusual activity is de-
tected, the system could switch to a Byzantine fault–tolerant method to maintain se-
curity. ML can also help validate transactions and blocks by comparing them with
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Figure 2.11: Opportunities of Enhancing Consensus Algorithms Using ML

patterns from previously verified data. Figure 2.11 will provide an overview of the po-
tential improvements discussed for consensus algorithms enabled by ML techniques.

2.4.4 Proof of Evolutionary Model

Proof of Evolutionary Model, or PoEM [10], proposed in 2023, is one of the earli-
est attempts to develop a consensus algorithm based on machine learning. In brief,
PoEM replaces the traditional block producer selection methods with a model based
approach. In PoW, the block producer is the node that solves a computational puzzle;
in PoS, it is the node with the highest personal stake; and in DPoS, it is the node with
the most delegated stake. Similarly, in PoEM, the node ranked highest by a super-
vised machine learning model based on specific characteristics of each node and past
performance is selected as the block producer.

Mechanism

In PoEM, the authors framed the consensus problem of selecting a block producer as
a learning task, which aims to rank nodes according to specific constraints. They
refer to this as Constrained Learning to Rank (CLTR). In this context, constraints
include factors such as node trustworthiness, minimum stake, and similar require-
ments. The model ranks all nodes according to various features and constraints, and
the top-ranked node is selected as the block producer. Their learningmodel consists of
three components: punishment, node, and content. The punishmentmodel penalizes
a block producer that fails to produce a block successfully. The node model captures
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individual characteristics of each node, including hardware features to assess its ca-
pability for resource-intensive tasks such as block production, as well as behavioral
features based on its past performance in the blockchain. The content model con-
siders the transactions to be included in the block, which forms part of the training
data. This ensures that node selection is less predictable and can vary slightly with the
content of each block, providing some level of uniqueness for individual transactions.

If no pre-trained model exists, they defined the initial phase of the BaaS-based IoT
system as a cold startup. During this phase, the system can run existing consensus
protocols such as PoW, PoS, or DPoS. Once sufficient data is collected from system
logs during this phase, it is used to train the model, which is then deployed. The ini-
tially trainedmodel from the cold startup phase is incrementally updated and evolved
to improve its generalization capability. According to their approach, any supervised
machine learning ranking algorithm can be used, as long as no data are missing for a
particular node. The four algorithms they selected are simple linear regression (LR),
LR with gradient boosting (LR_GBDT), factorization machines (FM) and field-aware
FM (FFM), while other methods are left for future exploration. We discuss these algo-
rithms in detail in Section 2.5.1 alongside other relevant supervised learningmethods.
Existing decentralized technologies, including federated learning [202], already pro-
vide secure model training in distributed environments. Additionally, they proposed
a smart contract that stores hundreds of test sets from system logs to verify the cor-
rectness and security of the model.

In their system, all nodesmaintain a copy of the current iteration of the trainedmodel.
Each node also receives a copy of the transactions through broadcasting. It allows any
node to verify which node was rightfully chosen as the block producer. The transac-
tions are required for inference with the model as it is part of the feature due to the
content component of themodel. A block producermay bundlemultiple transactions
in a block instead of one to improve consensus efficiency. When a new node joins the
system, the next model iteration includes it in the ranking. However, it is highly un-
likely to be selected as a block producer initially due to the lack of positive behavioral
data. In real-world IoT systems, devices frequently join or leave the network. When a
node exits, an entry is recorded in an exit table, and only nodes not listed in this table
are eligible as validators. If a node fails to generate a block on time for any reason, the
next highest-ranking node is selected to produce the block.
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Limitations

PoEM has been an influential study for our work, and so we highlight some of its lim-
itations in this section. PoEM trains its model and selects the block producer based
mainly on static hardware data, such as battery power, CPU speed, and RAM. How-
ever, in an IoT environment, these fixed factors alone do not fully determine the ca-
pacity of a node. For instance, a node may have high battery power but be unable to
recharge due to external factors, leaving it with very low energy. Such a node should
not be chosen as a block producer.

When a newnode joins the system, it is included in the ranking, but becoming the top-
ranked node is nearly impossible if the system has been running for a while. Existing
nodes may already have accumulated significant positive behavior scores, making it
extremely difficult for newcomers to reach the top, even if their hardware is strong.
This creates a centralization problem, where the participation of newly joined nodes
is severely limited by established high-ranking nodes. Nevertheless, if a new node
shows strong hardware potential and behaves reliably, selecting it as a block producer
could be beneficial, as long as it has not done any misbehavior yet.

PoEM’s algorithm also does not handle missing hardware features. Some IoT devices
may rely on energy harvesting, in which case their harvesting rate should be consid-
ered, and rare devices may have additional hardware such as GPUs, for example, in
road-monitoring systems. Furthermore, although themodel is incrementally trained,
the top-ranked nodes often remain similar across iterations. For example, one of the
top ten nodes in one iteration may be selected in the next as a block producer, making
repeated inferences potentially wasteful in resource-constrained IoT devices. It may
be more efficient to use a single inference to select multiple block producers over a
short period if the results are expected to remain stable. Finally, PoEM does not ex-
plicitly include amechanism to prevent the same node from being repeatedly selected
as a block producer in consecutive rounds. Nodes with a consistently high reputation
can dominate selection, which can exacerbate centralization and reduce fairness.

2.5 Machine Learning Methods

Over the past decades, ML algorithms have been developed and refined with incre-
mental as well as breakthrough improvements for a wide variety of purposes. Most of
the firstmachine learning applications in the earlier decadeswere limited to relatively
simple supervised and unsupervised tasks. However, the true potential of deep neural
networks was unlocked by NVIDIA in 2007 [203] with the introduction of the Com-
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pute Unified Device Architecture (CUDA), based on a prior work by Buck et al. [204].
CUDA enabled general-purpose computing onGPUs, making it possible to exploit the
massive parallelism originally designed to render video game graphics. Unlike CPUs,
which are optimized for sequential taskswith a small number of powerful cores, GPUs
contain thousands of lightweight cores designed for parallel workloads, making them
ideally suited for large-scale linear algebra operations at the heart of deep learning. By
allowing these cores to process matrix multiplications and tensor operations simulta-
neously, CUDA provided the computational efficiency required to train large-scale
neural networks [205]. This transformation not only accelerated research, but also
made deep learning practical in real-world applications ranging from computer vision
to natural language processing. For our work, supervised learning approaches are the
most suitable, particularly because they can be efficiently deployed on lightweight
IoT devices. Therefore, in this section, we provide a detailed discussion of different
supervisedmethods. We also briefly touch on other approaches, such as unsupervised
learning, deep learning and reinforcement learning, since with future advancements
they may become increasingly practical for integration into our system.

2.5.1 Supervised Learning Algorithms

Supervised learning is a machine learning approach in which models are trained on
labeled datasets, meaning that each data instance is paired with its correct output.
The process typically involves collecting and preprocessing data, splitting it into train-
ing and testing sets, and then using the training data to learn the mapping between
input features and target labels. Once trained, the model predicts the results for un-
seen data and is evaluated against the expected labels [206]. The two primary types
of supervised learning are classification, where the goal is to predict discrete or cate-
gorical outputs (e.g., binary or multi-class labels), and regression, where the task is to
estimate continuous values (e.g., predicting prices, age, or temperature).

Regression

Linearmodels form the foundation formany regression-based supervised learning ap-
proaches. Linear Regression (LR) [207] is the most basic technique, modeling the re-
lationship between predictors and a continuous response variable as aweighted linear
combination of features. Although effective for problems with linear dependencies, it
may overfit in the presence of multicollinearity, a situation where two or more input
variables are highly correlated and provide redundant information to the model. To
address this, Ridge Regression (Ridge) [208] introduces an 𝐿2 regularization penalty
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that shrinks themagnitudes of the coefficients to improve stability and generalization.
Conversely, Least Absolute Shrinkage and Selection Operator (LASSO) [209] applies
an 𝐿1 penalty, which not only reduces overfitting but also encourages sparsity in the
learned coefficients, thus performing implicit feature selection. Another scalable al-
ternative is the Stochastic Gradient Descent (SGD) [210] Regressor, which employs
stochastic gradient descent to optimize linear models efficiently. This method is par-
ticularly suited for high-dimensional or large-scale datasets where traditional solvers
become computationally expensive.

Beyond linear approaches, ensemble methods have proven highly effective in super-
vised learning. Random Forest (RF) [211] constructs multiple decision trees on boot-
strapped subsets of the data and aggregates their outputs, thereby reducing variance
and improving robustness compared to single-tree models. Similarly, gradient boost-
ing techniques iteratively trainweak learners to correct the residuals of previousmod-
els, producing strong predictive performance. Extreme Gradient Boosting (XGBoost)
[212] is a widely adopted implementation that incorporates regularization and effi-
cient handling of sparse features, making it highly accurate and scalable. Light Gra-
dient Boosting Machine (LightGBM) [213], on the other hand, is optimized for speed
and memory efficiency, employing histogram-based splitting and leaf-wise growth
strategies to handle very large datasets. A hybrid variant, Linear Regression with
Gradient Boosting (LR-GB) [214], integrates linear regression with gradient boost-
ing, combining the interpretability of linear models with the flexibility of ensemble
learning.

Another important family of supervised learning models is Factorization Machines
(FM) [215], which are designed to effectively capture pairwise feature interactions
in high-dimensional and sparse datasets. Unlike traditional linear models that treat
features independently, FM leverages factorized parameterization to learn latent rep-
resentations of features, enabling the model to generalize well even with limited ob-
servations. This makes FM particularly effective in tasks such as recommendation
systems, click-through-rate prediction, and ranking problems where interaction ef-
fects play a crucial role. An extension of this approach is the Field-Aware Factor-
ization Machine (FFM) [216], which improves FM by considering not only feature
interactions, but also the specific field or group to which a feature belongs. In FFM,
each feature hasmultiple latent vectors corresponding to its interactionswith features
from different fields, allowing the model to learn more fine-grained interaction pat-
terns. This added flexibility often leads to significant performance improvements in
domains with structured categorical data, such as computational advertising and per-
sonalized recommendation systems, although it comes at the cost of higher computa-
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Table 2.4: Description of Common Regression-based Supervised Learning Ap-
proaches

Name Description

LR A linear model that predicts continuous outputs based on weighted
input features.

Ridge A linear model with 𝐿2 regularization to reduce overfitting in corre-
lated features.

LASSO A linear model with 𝐿1 regularization promoting sparse coefficients
for feature selection.

SGD A scalable linear model optimized with stochastic gradient descent.

RF An ensemble of decision trees that aggregates predictions to improve
accuracy and reduce variance.

XGBoost A gradient boosting method with regularization and efficient sparse
data handling.

LightGBM A fast and memory-efficient gradient boosting method using leaf-
wise tree growth.

LR-GB Combines linear regression with gradient boosting for interpretabil-
ity and flexibility.

FM Captures pairwise feature interactions using factorized latent vec-
tors for sparse data.

FFM Extends FM by using field-specific latent vectors to model interac-
tions more precisely.

tional complexity. Figure 2.4 provides a summary of each of the discussed regression-
based supervised learning approaches.

Classification

In addition to regression-focusedmethods, several supervised learning techniques are
specifically designed for classification tasks, where the goal is to predict discrete labels.
Some classification algorithms are adaptations of the regression methods discussed
earlier and modified to handle discrete label prediction. Common classification algo-
rithms include Logistic Regression for binary or multi-class problems, Support Vec-
tor Machines (SVM) [217] that find optimal hyperplanes to separate classes, Decision
Trees that partition feature space based on label purity, Random Forest and Gradient
Boosting methods (e.g., XGBoost, LightGBM), which aggregate multiple weak classi-
fiers to improve accuracy and robustness. While methods such as Linear Regression,
Ridge, or Lasso are traditionally used for predicting continuous outputs, they can also
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be adapted for classification by applying thresholds to the predicted values or using
logistic transformations, allowing them to approximate class probabilities.

2.5.2 Unsupervised Learning Algorithms

Unsupervised learning involves identifying patterns or structures in datawithout rely-
ing on labeled outputs [218]. Common algorithms include K-Means Clustering [219],
which partitions data into distinct clusters based on feature similarity, Hierarchical
Clustering [220], which builds a tree-like structure to represent nested groupings of
data points, and Density-Based Spatial Clustering of Applications with Noise (DB-
SCAN) [221], which identifies clusters of varying shapes based on data density. Prob-
abilistic approaches, such as Gaussian Mixture Models (GMM) [222], takes advan-
tage of the Bayes’ rule to estimate the probability of each data point belonging to a
latent cluster. Principal Component Analysis (PCA) [223] and t-Distributed Stochas-
tic Neighbor Embedding (t-SNE) [224] are widely used for dimensionality reduction
and visualization, capturing the most informative features while reducing noise.

These unsupervised learning techniques cannot be directly applied to our consensus
mechanism, as the model requires labeled data for training. However, future work
could explore adaptations that use unsupervisedmethods in novel ways. For instance,
dimensionality reduction techniques could be employed to decrease model complex-
ity, making them more suitable for resource-constrained IoT devices. Instead of as-
signing ranks to new nodes without a history of successful block production, their
fixed configurations or other intrinsic features could be used to cluster them with ex-
isting reliable nodes. Only nodes within such clusters would then be considered for
block production, effectively combining structural similarity with reliability. Addi-
tionally, semi-supervised learning can be explored in scenarios where only a portion
of the data is labeled, allowing the model to leverage both labeled and unlabeled in-
formation to improve node ranking or reliability estimation.

2.5.3 Deep Learning Algorithms

Conventionalmachine-learning techniques often required extensive feature engineer-
ing and domain expertise to transform raw data into suitable representations for clas-
sification or prediction. Deep learning overcomes this limitation through represen-
tation learning, automatically extracting hierarchical features from raw data via mul-
tiple layers of non-linear transformations [225]. Each layer captures increasingly ab-
stract patterns, enabling complex functions to be learned: for example, in image recog-
nition, lower layersmay detect edges, intermediate layers assemblemotifs, and higher
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layers identify objects. These feature hierarchies are learned directly from the data,
without manual design, allowing deep learning models to uncover intricate struc-
tures in high-dimensional datasets [226]. This capability has enabled remarkable ad-
vances across domains such as computer vision, speech recognition, drug discovery,
genomics, and natural language processing, often surpassing traditional machine-
learning methods in both accuracy and scalability. These deep learning techniques
are already being applied in various security-related applications, as discussed in Sec-
tion 2.4.1, andwith the growing capabilities of IoT devices and the improved efficiency
of deep learning frameworks, they have the potential to be incorporated intomachine-
learning-based consensus algorithms.

For image classification, severalmodels have been developed, including ResNet [227],
EfficientNet [228], and InceptionNet [229]. For object detection, YouOnly LookOnce
(YOLO) [230] models are among themost popular, enabling rapid detection of objects
in images or videos. Recurrent Neural Networks (RNNs) are widely used to model
dynamic relationships and capture patterns in time series data [231]. To address the
vanishing or exploding gradient problems encountered by RNN in complex sequences
such as videos or text, two prominent variants of RNN have been developed: Long
Short-Term Memory (LSTM) [232] and Gated Recurrent Unit (GRU) [233]. LSTM
networks introduce memory cells regulated by input, forget, and output gates to re-
tain information over long periods, while GRUs simplify this architecture using only
update and reset gates, reducing the number of parameters and improving efficiency
on smaller datasets [234]. Bidirectional LSTM (BiLSTM) is a variant of LSTM that pro-
cesses sequential data in both forward and backward directions, which is particularly
useful for video or text datawhere a frame or tokenmay have significant dependencies
on both past and future elements [235].

2.5.4 Reinforcement Learning Algorithms

Reinforcement Learning (RL) is a machine learning paradigm in which an agent
learns tomake sequential decisions by interacting with an environment and receiving
rewards or penalties based on its actions [236]. The agent’s decision-making process
is governed by a policy, which defines how actions are chosen in response to environ-
mental states. The central goal of RL is to discover an optimal policy that maximizes
the expected cumulative reward over time. Key theoretical elements of RL include the
value function, which estimates the long-term reward expected from a given state,
and the action-value function (Q-function), which predicts the expected reward of
performing a specific action in a particular state [237]. RL algorithms often rely on
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frameworks such as the Markov Decision Process (MDP) to formalize these interac-
tions. Techniques such as Q-learning, policy gradients, and actor-critic models are
frequently employed to address different types of decision-making problems.

Reinforcement Learning has demonstrated remarkable success across diverse do-
mains, including robotics, autonomous navigation, finance, and game AI, due to its
ability to handle dynamic, uncertain environments. In recent years, Deep Reinforce-
ment Learning (DRL) has further enhanced RL’s potential by combining it with deep
neural networks to approximate complex value and policy functions, enabling ap-
plications such as AlphaGo and advanced robotic control [237]. In the context of
blockchain and distributed systems, RL can be applied to ML-based consensus mech-
anisms, where individual nodes act as agents that learn optimal participation strate-
gies. By receiving feedback in the form of rewards for successful block validation or
penalties for faulty behavior, these agents can adapt their policies to improve overall
network performance, reliability, and energy efficiency. This adaptive learning capa-
bility allows RL-based consensusmodels to dynamically respond to network changes,
optimizing system behavior in a way that static rule-based mechanisms cannot.

43



Chapter 3

Proposed Methodology

In this section, we examine our proposed consensusmechanism, DP-POEM, inmetic-
ulous detail. At the outset of this chapter, we provide a concise synopsis of the over-
all procedure of our consensus mechanism and briefly outline the rationale behind
its principal component. Following this, we elaborate on the individual components
along with the underlying motivations in depth. Our methodology for resolving dif-
ferent problems is also articulated, accompanied by a discussion of feasible alterna-
tives. For the sake of thoroughness, we consider virtually every possible alternative,
some of which may never be pragmatically implemented, while others could be pur-
sued through more sophisticated techniques in future research. Next, we delve into
the machine learning component of our consensus algorithm, examining its internal
structure, core purpose, potential feature set, and the process by which it is continu-
ously trained. We then outline several approaches for generating the initial version of
the ML model, which must be deployed at the inception of the IoT use case. Finally,
we conclude with several miscellaneous considerations that, while noteworthy, may
remain beyond the immediate scope of blockchain consensus-oriented studies.

3.1 Proposed Consensus Mechanism

The role of a consensus algorithm is to establish a reliable process for selecting a new
block producer. Our proposedmechanism approaches this challenge from a fresh per-
spective. It is designed for networks such as IoT or other energy-conserving battery-
powered systems, where participants voluntarily engage in the blockchain and con-
tribute to block creation in order to preserve system integrity. Block producers are
chosen through a machine learning model that ranks nodes based on their historical
performance, current capacity to generate blocks, and the condition that they have
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not served as a producer recently. In this section, we provide the description of the
workflow of our ML-based consensus mechanism and conclude with an outline of its
three main components in separate subsections.

3.1.1 Workflow of Proposed Consensus Mechanism

The foundation of DP-POEM, our consensus mechanism, is a lightweight machine
learning model that predicts and ranks the suitability of each node aiming to become
a block producer in the next cycle. The nodes seeking this role transmit their current
hardware and network status to a small rotating set of nodes called supervisors. These
data include metrics such as battery level, network bandwidth, and other operational
parameters that assess each node’s capability and likelihood of successfully producing
a block. Specific applications can define these metrics as needed, offering consider-
able flexibility. Because these parameters are highly dynamic and change from time
to time, it is important to aggregate the current status across all nodes. The supervisor
nodes perform this task efficiently while keeping the communication overhead low.

Once supervisors receive the status data from all candidate nodes, they apply the lat-
est machine learningmodel to predict the suitability score of each node. The resulting
scores are then broadcast to the network and the top-n ranked nodes are selected as
block producers for the upcoming cycle. Supervisors also package the inputs used in
themachine learning inference as a transaction, allowing network participants to ver-
ify that the model was executed on authentic and accurate data. Multiple supervisors
perform this task redundantly to prevent a single compromised supervisor from im-
pairing network performance throughmanipulated inputs or operational failure. The
total number of supervisors remains small, ensuring that overall system efficiency is
not significantly affected. During this inference cycle, the model also identifies the
next set of m supervisors, distinct from the block producers. These candidates are
nodes with the highest suitability scores that have successfully served as block pro-
ducers at least once. Specific applications can further impose stricter selection criteria
if needed.

After the block producer list is finalized, block production begins. However, the
highest-ranked node does not automatically assume the first position, as revealing
the exact order of block producers could introduce security risks. Although all se-
lected block producers participate in the cycle, their production order is determined
through a secure randomization process.To avoid additional complexity in generat-
ing a globally consistent random value, this number is derived from the hash of the
previous block, which is inherently accessible to all nodes through the blockchain
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Figure 3.1: High-level illustration of the workflow of our proposed mechanism. Su-
pervisors applyMLmodels to select the next supervisors and a group of block producers, using
static and dynamic features of active nodes, as well as fair participation features. The selected
group carries out block production in a randomized order, and each block is added to the
blockchain after validation. The result of block production, whether success or failure, is then
used as a label to train and improve the ML model for future decisions.

protocol. The hash is converted into an integer, 𝑟, ranging from 1 to n, where n repre-
sents the size of the block producer group. The 𝑟𝑡ℎ node that has not yet produced a
block is then selected as the next block producer. Since all nodes possess a copy of the
preceding block hash, they independently generate the same random value, ensuring
a consistent selection of the next block producer. Each subsequent block producer
only learns its identity after the previous producer completes their block, as the ran-
dom value cannot be computed beforehand without the hash of a completed block,
thereby reinforcing the robustness of the system.

By the time the current group of block producers completes block generation, the
newly selected supervisors begin collecting requests from active nodes that wish to
participate as block producers in the next cycle. Although, in principle, all nodes
in a BaaS-based IoT system should ideally participate in the consensus process, it is
assumed that some nodes may remain inactive due to the challenging nature of IoT
environments, such as energy-saving requirements or other operational constraints.
The machine learning model is incrementally updated based on the performance of
the previous block producers, adjusting feature weights to decrease the likelihood of
failure and increase the likelihood of success. Supervisors use the latest model to
select the next group of block producers, taking into account the active nodes and their
current feature profiles. This cycle repeats continuously, enabling the model to adapt
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incrementally and become progressively more robust, while remaining responsive to
the dynamic requirements of specific or changing applications.

The overall process is illustratedwith the flow chart in Figure 3.1. Our consensus algo-
rithm is built around three key components: (i) selecting a group of block producers,
(ii) employing supervisor nodes to performML inference with dynamic features, and
(iii) ensuring fair participation across the network. A high-level overview of these
components is presented in subsections 3.1.2, 3.1.3 and 3.1.4. The detailed discussion
of each component is then provided in dedicated sections: 3.2, 3.3 and 3.4.

3.1.2 Selecting a Group of Block Producers

In most conventional consensus mechanisms, only a single block producer is chosen
at a time. Once that producer completes its task, the selection process is repeated for
the next round. Thesemechanisms rarely provide away to select a group of validators,
and when they do, ensuring both security and energy efficiency is often unreliable.

Our approach introduces amore robust solution by leveragingmachine learningmod-
els, specifically supervised models such as linear regression. These MLmodels gener-
ate a score for every node in the network, ranking them according to performance and
capability. Instead of selecting just one producer, our mechanism proposes choosing
a group of top-ranked nodes to serve as block producers across multiple consecutive
rounds. This strategy addresses a critical limitation of ML-based ranking methods:
computational cost. Typically, scoring requires a separate inference for each node
during every selection cycle. As the number of nodes grows into the tens of thou-
sands, this approach becomes increasingly inefficient and unsustainable [238]. By se-
lecting multiple top-ranked producers in advance, with the exact number of nodes to
select varying depending on total nodes in the system, our mechanism eliminates the
need for repeated inference in every round, thereby conserving energy and improv-
ing efficiency. It improves long-term block production efficiency by reducing the time
required to produce the next block since no selection is required, thereby enhancing
scalability.

A potential concern might be whether security is compromised by not using the up-
datedmodel before each individual block producer selection. In our consensusmech-
anism, after every block production, the consensusMLmodel is incrementally trained
on new data. This data includes the outcome of the most recent production cycle, la-
beled based on whether each node successfully produced a block, together with the
features used in its selection. The process is comparable to mini-batch stochastic gra-
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Figure 3.2: High-Level illustration of the process of selecting a groupof nodes as block
producer in our proposed mechanism. The ML model in our consensus mechanism se-
lects the top-n nodes by predicted score. From this group, a novel randomized method selects
the block producer, with the result revealed only after the new block is produced, preventing
advance knowledge and attacks. Data from each block cycle updates the model weights for
inference in the next cycle.

dient descent, where small updates gradually refine the model. Although these incre-
mental updates improve generalization in the long run, the weight changes between
individual iterations are minimal [239]. As a result, the nodes identified as the top
candidates in earlier inferences typically remain among the highest-ranked options
for next inferences too. Therefore, the quality and reliability of the selected block pro-
ducers are not meaningfully compromised, ensuring that security and performance
remain intact while also reducing unnecessary computational overhead.

Another security concern arises if the exact identity of the next block producer is
known in advance, as that node could become a target of attacks such as DDoS, po-
tentially disrupting its operation. To address this, our mechanism introduces a secure
randomization step in determining the next producer. Rather than assigning the 𝑖th

ranked node to the 𝑖th block, the next producer is chosen based on a randomvalue gen-
erated from the hash of the preceding block, which is accessible to all nodes via the
blockchain protocol. This hash is converted into an integer, 𝑟, between 1 and 𝑛, where
𝑛 is the size of the block producers group, and the 𝑟th node that has not yet produced
a block is selected. Each node independently derives the same random value, ensur-
ing consistency while keeping the identity of the immediate producer unknown until
the previous block is completed. This approach preserves the advantages of ranking
while significantly reducing the risk of targeted attacks. By keeping the immediate
producer uncertain until the very last moment, the system strengthens security with-
out sacrificing efficiency.
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A top-level illustration of this process is shown in Figure 3.2. Concerns related to
this avoidance of repeated inference are discussed in more detail in Section 3.2. We
also provide amore in-depth discussion on the suitable group size and themethod for
determining the random order of nodes using the previous block hash.

3.1.3 Selecting Nodes Based on Dynamic Features

In an IoT environment, the capabilities of a device are strongly constrained by its
hardware limitations. Selecting a node as a block producer, which is a relatively re-
source intensive task, requires careful consideration of its hardware specifications.
These may include factors such as battery capacity, CPU power, memory, and other
relevant attributes. Traditional consensus mechanisms face difficulties here, since
manually incorporating each of these parameters into the selection process can be te-
dious and error prone. In contrast, a machine learning based mechanism provides a
more streamlined solution. New hardware characteristics can be integrated simply by
adding them as features in the dataset. This makes the system naturally extensible,
since adding a new feature is as straightforward as adding a column, and including
additional devices is as simple as adding rows.

However, static hardware specifications are not the only limiting factors for IoT de-
vices. A device may have a large battery capacity and a high recharge rate, making it
almost immune to battery related failures under normal conditions. Yet, there can be
periods when the device is unable to recharge, causing its battery to drop to critically
low levels. For example, consider a smart city IoT device that normally recharges its
battery from the power grid. During a storm, a prolonged power outage can prevent it
from recharging, leaving it nearly depleted. Similarly, an energy harvesting IoT device
that depends on solar energy can fail to recharge during extended cloudy conditions.
These scenarios highlight the importance of considering dynamic features in addi-
tion to static ones. Relevant dynamic features include the current battery level, real
time recharge rate, and other operational conditions that can affect the reliability of
a device. Our consensus mechanism incorporates these dynamic values as features
within the machine learning model, ensuring that block producer selection remains
adaptive to changing environments and resilient against sudden failures.

A major challenge in handling these features is that every node in the network would
need to know the dynamic information of every other node. Exchanging this infor-
mation directly introduces quadratic time complexity in the election process, which
is as inefficient as traditional BFT mechanisms and is therefore highly unsustainable
in IoT environments. To address this, we introduce a group of nodes called supervi-
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Figure 3.3: High-Level illustration of the process of using supervisors node to enable
the use of dynamic features in our proposed mechanism. Nodes send the dynamic fea-
tures to supervisor nodes who uses latest ML model to find highest ranked nodes as block
producer. The result is broadcast to the network.

sors, whose role is analogous to that of election commissioners in traditional voting
systems. Before each machine learning inference, supervisor nodes collect data from
the nodes that are currently active and therefore, capable of becoming block produc-
ers. Using this information, the supervisors select the next group of block producers
and also determine the supervisors for the subsequent round. Multiple supervisors
are employed whose job is exactly the same to ensure that no single malicious node
can manipulate the selection process. Figure 3.3 shows a brief overview of the use of
supervisor nodes.

To guarantee integrity, the dynamic information shared by the competing nodes is
recorded on the blockchain, allowing each node to verify whether the supervisors
used authentic data or not. The supervisors themselves are not fixed; they rotate in
every ML inference. Their selection follows the same ML-based process as that of
block producers, with stricter requirements if necessary. This approach reduces the
communication complexity of the election process to linear order, as it depends only
on the number of competing nodes when the number of supervisors remains fixed or
does not scale with increasing nodes. By selecting a group of block producers on a
larger frequency, the system further reduces communication overhead. Unlike con-
ventional methods, our approach not only preserves efficiency but amplifies it, de-
livering a consensus mechanism that is simultaneously scalable, resilient, and perfor-
mance optimized. We discuss this part of the consensus inmore details in Section 3.3.
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Figure 3.4: High-Level illustration of the process of ensuring fair participation of all
nodes in our proposedmechanism. Alongside reliability and performance scores, features
are included in the machine learning model to avoid repetitive selection of the same nodes
and to provision for new nodes to participate.

3.1.4 Selecting Nodes While Ensuring Fair Participation

In a truly decentralized system, it is essential to ensure fair participation among all
honest nodes [240]. However, a node should not be prioritized solely because it has
been part of the blockchain network for a long time or has a history of honesty. Newer
nodes, even with lower initial trust, may also be valuable block producers and should
not be overlooked if they have never misbehaved. To maintain fairness, repeated se-
lection of the same nodes within a short block production cycle should be avoided. A
node that has already produced a block should ideally not be reselected until sufficient
time has passed or until other capable nodes have had their opportunity.

The same holds for newly joined nodes in the system. In IoT environments, nodes
frequently join and exit dynamically. Although a node that has just entered may not
be immediately suitable as a block producer, once it has remained in the blockchain
for a reasonable period, aminimumguaranty of participation should be ensured. New
nodes should not be dismissed simply because they arrived later, as lateness alone is
not a valid basis for judgment. A capable new node can strengthen the blockchain,
and in the long run, including them enhances system reliability by increasing the pool
of honest participants, outweighing the risks of a small minority of dishonest ones.

The existing consensus mechanisms do not adequately prevent repeated selection of
the same nodes as block producers, nor do they provide a robust way to integrate
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new nodes into the system. This limitation arises from the complexity of designing
the appropriate variables and incorporating them into general rules. Using machine
learning in our approach simplifies the process, as it allows the introduction of ad-
ditional features to guide selection. In our proposed mechanism, we design these
features carefully to ensure that nodes are not starved of block production opportuni-
ties for too long or selected excessively. Newly joined nodes are initially treated as if
they have just completed a block production cycle. Hence, their time to first eligibility
roughly aligns with that of existing nodes being able to become a block producer again
after producing a block. The lack of history of new nodes can be compensated for by
assigning higher importance to other static features until they are selected for the first
time. The risk posed by dishonest new nodes is mitigated by the adaptability of the
machine learning approach, which can downweight repetition-avoidance parameters
if many new nodes behave dishonestly. This novel approach is discussed in greater
detail in Section 3.4. Figure 3.4 shows a high level overview of this approach.

3.2 Avoiding Repeated Inference

Our consensusmechanism is designed tominimize the number of inferences required
in an ML-based consensus algorithm while maintaining strong security guaranties.
To achieve this, we first select the top block producers based on the total number
of active nodes. Then, using a secure mechanism, we randomize the order of block
production among the selected group. In this section, we provide a quantitative jus-
tification and a detailed description of this component of our consensus mechanism,
along with a careful consideration of its different design choices.

3.2.1 The Cost of Inference

In the context of Machine Learning, inference refers to the process of using a trained
model to generate predictions or decisions on previously unseen data. The lifecycle of
an MLmodel begins with the training phase, where the model learns patterns from a
training dataset, often validated on a separate validation set to avoid overfitting. Once
the model achieves sufficiently high performance, it is deployed in real-world scenar-
ios to produce outputs [241]. During inference, the model is typically kept fixed, but
in some applications it can be updated or fine-tuned incrementally with small batches
of new data to improve accuracy and adaptability over time.

Our consensus mechanism uses supervised learning methods whose job is to rank all
nodes in the system based on their predicted score. This requires an identical com-
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Table 3.1: Inference time (seconds) for different supervised learning models across
varying number of nodes

Model Number of Nodes
50,000 100,000 250,000 500,000 1,000,000

LR-GB 0.0416 0.0821 0.4179 0.7250 1.4905
LASSO 0.0093 0.0106 0.0197 0.0396 0.0773
LightGBM 0.1243 0.2713 0.6399 1.5892 2.4951
LinearRegression 0.0058 0.0088 0.0270 0.0481 0.0957
RandomForest 0.2085 0.6523 0.9891 3.0918 5.0777
Ridge 0.0032 0.0107 0.0301 0.0520 0.0777
SGDRegressor 0.0035 0.0080 0.0227 0.0394 0.0801
XGBoost 0.0479 0.0964 0.2420 0.4810 0.9698

putation for each node, which can be as simple as a multiplication or a split evalua-
tion in a decision tree depending on the type of model used. Hence, as the number
of nodes increases, the total time required to generate scores for all nodes tends to
grow linearly. To confirm this, we measured the inference times of several supervised
learningmodels, whichwere discussed in Section 2.5.1, for varying numbers of nodes.
The results are presented in Table 3.1. All models were tested on an Intel Xeon(R)
CPU running at 2.20 GHz with a single core enabled, a configuration comparable to
resource-constrained IoT devices that do not have GPUs. For each case, 50 features
were used.

For all models, the inference time exhibits a steady linear growth as the number of
nodes increases. This inference time accounts only for generating scores for all nodes
and does not include the time required to rank them. Ranking requires the use of
sorting functions, and as the number of nodes increases, the sorting time can increase
significantly. However, sorting only a subset of top nodes instead of the full set can
slightly reduce the time complexity. It should be noted that the actual inference time
may vary slightly depending on theweights of themodel and the training data, but the
linear trend remains consistent. Similarly, although to a lesser extent than inference,
the sorting time can also vary slightly between models.

Nevertheless, it is evident that performing repeated inference as the number of nodes
grows can become costly. Even when using relatively inexpensive models, such as
Linear Regression, the computational cost increases with the number of nodes. IoT
devices are expected to maintain low latency and high throughput even as the sys-
tem scales. Performing a full inference each time to select a single block producer is
inefficient and can quickly outweigh the benefits of using machine learning models,
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making the system unscalable. In this situation, having scores for all nodes in each
inference provides an opportunity to enhance the system by selecting multiple block
producers from a single run.

3.2.2 The Opportunity of Selecting Multiple Nodes

To find the best-ranking nodes, it is necessary to compute the suitability of each node.
There is no alternative to this computation when using supervised learning methods.
Although this introduces some overhead, it also presents a unique opportunity to opti-
mize the consensus algorithm. The top-ranked node is the absolute best but the nodes
immediately following it are not insignificant. Some of these nodes would have been
selected as the top producers in future inferences anyway.

If we use one inference per selecting each block producer, we would only have one
training data to update the model. Regardless of this training data, the overall weight
updatewould beminimal. As a result, for subsequent inferences, the overall top nodes
would remain unchanged. This implies that performing multiple inferences would
produce nearly identical results, wasting both time and resources on computationally
constrained IoT devices. Additionally, setting up training also consumes resources
but it does not significantly improve the model for one training data. Although small
batches of data can be used, a batch size of one is almost never recommended. A
proper balance in batch size is necessary to achieve meaningful model updates [242].
Allowing multiple block producers to generate blocks simultaneously provides more
data and creates the right balance for the machine learning model to perform mean-
ingful updates, ultimately delivering better performance.

The proposed consensus mechanism aims to ensure fair participation of all nodes,
preventing repetitive selection of existing nodeswhile facilitating the inclusion of new
nodes. Its design incorporates unique features that allow new nodes to reach the top
rankings if they have been part of the system for a sufficient period of time. This is
further supported by selecting a group of block producers. Evenwith the best features,
it may be difficult for new nodes to reach the very top if only a single block producer
is selected. By selecting a group of block producers and combining this with multiple
fair-participation assurance features, new nodes are more likely to be included in the
set of selected block producers, even if they are not the highest-ranked nodes but are
close to them. In thisway, the selection ofmultiple block producers not only conserves
resources but also actively contributes to improving the overall system.
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Table 3.2: Number of selected block producers under different scaling relations as
the number of total active nodes increase

Active Number of Block Producers
Nodes (N)

√
𝑁 log2𝑁 𝑁1∕3 𝑁∕100 𝑁∕500

1,000 32 10 10 10 2
10,000 100 13 22 100 20
50,000 224 16 37 500 100
100,000 317 17 47 1000 200
250,000 500 18 63 2500 500
500,000 708 19 82 5000 1000

1,000,000 1000 20 100 10000 2000

3.2.3 The Number of Block Producers to Select

Determining the optimal number of top-ranked nodes to select can be challenging.
Selecting too many risks including unreliable nodes in the system, while selecting too
few diminishes the benefits of having multiple block producers. Ideally, this num-
ber should be determined based on the total number of nodes aspiring to become
block producers in the next cycle, following a non-linear relationship. By doing so,
the overall asymptotic time complexity of the block producer selection process can be
significantly reduced.

To strike a proper balance, we propose that the number of block producers be chosen
as the square root of the number of active nodes, as follows:

𝐵𝑃size =
√
𝑁active =

√
𝑁total −𝑁inactive (3.1)

Here, 𝐵𝑃size denotes the number of block producers selected, 𝑁active is the number of
active nodes who are currently capable of being block producers, 𝑁total is the total
number of nodes in the system, and 𝑁inactive refers to the number of nodes not active.

Table 3.2 illustrates how the number of block producers changes as the total num-
ber of participating nodes grows. Selecting more block producers as the number of
nodes increases does not, in itself, reduce the security of the system, since the propor-
tion of malicious nodes typically remains constant. A smaller block producer group
is more susceptible to attacks. The logarithmic relationship increases very slowly and
therefore, does not scale well with larger networks, making it less practical in terms of
efficiency and security. On the other hand, purely fractional methods (e.g., 𝑁∕100 or
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𝑁∕500) scale linearly with network size, which can become excessive and resource-
intensive for very large networks. Power-based relationships such as

√
𝑁 or𝑁1∕3 pro-

vide a more balanced growth. They increase the number of block producers as the
network expands but at a slower rate than linear methods. Among these, the square
root relationship offers the most effective balance between reliability, efficiency, and
scalability. The number is also not too low when the active node size is small, which
is why we recommend it. Nonetheless, our framework is flexible, and each system
can adjust the number of block producers to select according to its specific security
and performance requirements.

3.2.4 Randomization to Find Next Block Producer

Machine learningmodels generally behave like a black box. Although certain patterns
may receive higher priority, the exact outcomes are inherently unpredictable. Simi-
larly, it is not possible to deterministically control which node will become the next
block producer. This unpredictability persists even when selecting a group of block
producers and it is a desirable trait for a secure consensus algorithm. For example, in
PoW, miners attempt to find a nonce that satisfies the difficulty target. This process is
essentially random as the ideal nonce changes for every block and cannot be guessed
in advance. In our approach, selecting a group of block producers introduces a con-
trolled degree of randomness. However, if the block production of selected nodes was
strictly serial, the earliest chosen block producers could become more vulnerable to
targeted attacks. Hence, it is necessary to ensure that the block production within the
group does not follow a defined order.

Even if the order is random, it is necessary that this random order is known to all
nodes in the system, but not in advance. In this way, the block producer in the group
would immediately know that they are supposed to produce the block, while the oth-
ers would know that they are not. Introducing additional communication to convey
this information would diminish the benefits gained from avoiding extra inferences.
Therefore, every node must locally select the same node. However, if the random
value can be generated far in advance, the benefit of randomness is essentially lost.
Hence, the requirement is that every node in the system selects the same randomnode
from the group of block producers without expensive computation, at a time just be-
fore block production begins. To achieve this, we propose using the hash of the last
block to generate the random value.

In every blockchain, the previous block in the system must be confirmed before pro-
ducing the next block. This is because a new block includes the hash of its parent
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block as part of its data, which is required to generate the current block hash. After
a block producer finishes producing a block, it broadcasts the block to the rest of the
network. This entire process is illustrated in Figure 2.6. Our system follows the same
principle. Hence, after a particular node in the group finishes producing a block, all
nodes in the system, including the selected block producers who are yet to produce
their blocks, receive a copy of the new block. Using this block hash to select a mem-
ber from the group also ensures that the new block producer, along with every other
node in the system, learns their identity only after the previous block producer has
completed their block, leaving little to no time to launch targeted attacks.

The block hash is converted into an integer ranging from1 to the number of remaining
block producers who have yet to produce a block. First, each character in the previous
block hash is converted to an integer using its ASCII value. These integers are then
summed to form a large number. Finally, this number is mapped to the desired range
using a modulus operation. The calculation of the random value can be formulated
as follows:

𝑟 =
⎛
⎜
⎝

𝑘∑

𝑖=1

ASCII(ℎ𝑖)
⎞
⎟
⎠
mod |𝐵𝑃𝑟𝑒𝑚| + 1 (3.2)

In this equation, ℎ𝑖 denotes the 𝑖-th character of the previous block hash, 𝑘 is the total
number of characters in the hash, and |𝐵𝑃𝑟𝑒𝑚𝑎𝑖𝑛𝑖𝑛𝑔| represents the number of block
producers who have not yet produced a block. The resulting value 𝑟 corresponds to
the selected random node from the remaining block producers.

In this context, we can provide two definitions. The machine learning model re-
turns a sorted set of 𝑚 block producers (𝑁), 𝐵𝑃𝑠𝑖𝑧𝑒 = {𝑁1, 𝑁2, 𝑁3, … ,𝑁𝑚}. At any
given time, if 𝑥 random nodes (𝑅𝑁) have already produced blocks, then 𝐵𝑃𝑑𝑜𝑛𝑒 =
{𝑅𝑁1, 𝑅𝑁2, 𝑅𝑁3, … , 𝑅𝑁𝑥}. Consequently, the remaining nodes form the ordered set
𝐵𝑃𝑟𝑒𝑚 = 𝐵𝑃𝑠𝑖𝑧𝑒 ⧵ 𝐵𝑃𝑑𝑜𝑛𝑒. Each random value 𝑟 selects the 𝑟-th element or node from
the ordered set 𝐵𝑃𝑟𝑒𝑚. Then, this node is added to the unordered set 𝐵𝑃𝑑𝑜𝑛𝑒 and 𝐵𝑃𝑟𝑒𝑚
is updated. After each ML inference, the elements of these sets are reset.

3.2.5 Algorithm for Group Selection

To demonstrate this block production operations with a set of block producers, we
design Algorithm 1. The full description is as follows:

ML inference (line 1): First, the supervisor nodes perform the ML model inference
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Algorithm 1 Full ML Inference and Block Production Cycle
Require: Latest Model: 𝑀𝑙𝑎𝑡𝑒𝑠𝑡, Nodes Data: 𝑑𝑎𝑡𝑎𝑖 (0 < 𝑖 < 𝑛)
1: 𝐵𝑃𝑠𝑖𝑧𝑒 = supervisors . 𝑀𝑙𝑎𝑡𝑒𝑠𝑡(𝑑𝑎𝑡𝑎 , 𝑛)
2: 𝑚 = len(𝐵𝑃𝑠𝑖𝑧𝑒)
3: 𝐵𝑃𝑑𝑜𝑛𝑒 = { }
4: for 𝑖 = 1 to𝑚 do
5: 𝐵𝑃𝑟𝑒𝑚 = 𝐵𝑃𝑠𝑖𝑧𝑒 ⧵ 𝐵𝑃𝑑𝑜𝑛𝑒
6: r = generate_node_index(𝐵𝑃𝑟𝑒𝑚 , prev_block_hash)
7: cur_block_producer = 𝐵𝑃𝑟𝑒𝑚 . at(𝑟)
8: 𝐵𝑃𝑑𝑜𝑛𝑒 . add(cur_block_producer)
9: cur_block_producer . produce_block(txn_list)
10: end for
11: 𝐵𝑃𝑠𝑖𝑧𝑒 . clear()
12: 𝐵𝑃𝑑𝑜𝑛𝑒 . clear()

based on the latest data collected from all active nodes. The top-𝑚 nodes are returned,
where𝑚 depends on the total number of active nodes, 𝑛. For next steps, these results
are passed to all other nodes by supervisors, which is not shown here.

Initializations (lines 2-3): The steps onward are run by all nodes in the system. The
values required to run the for loop are initialized at this stage. Here,𝑚 is the number
of selected block producers, and𝐵𝑃𝑑𝑜𝑛𝑒 is used to keep track of nodes that have already
produced blocks.

Blocks Production (lines 4-10): Initially, the set of nodes that are yet to produce
blocks is determined. Then, a random number 𝑟 is chosen and the corresponding
node from the remaining set is selected as the block producer. This node is also added
to the 𝐵𝑃𝑑𝑜𝑛𝑒 set, and it produces the block. Note that this algorithm is executed on
all nodes and since each node knows the same random value, only the selected node
actually produces the block.

Ending (lines 11-12): The sets are cleared as they are no longer needed. The function
then returns. For the next block production cycle, the algorithm is run again after
updating the ML model with the latest data between cycles.

3.3 Handling Dynamic Features

Our consensus mechanism is designed to adapt to the dynamic features of each node.
Unlike fixed configurations, where node properties can be predetermined, these fea-
tures change over time. To ensure consistent inference and identical results across all
nodes, it is necessary for them to operate on uniform data. To achieve this, we intro-
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duce a rotating group of nodes, called supervisors, who are chosen based on trust and
reliability. Each supervisor serves for a limited duration that covers a single ML infer-
ence and extends only until the next group of block producers is selected. During their
role, supervisors collect the features of active nodes and, at the end of the process, per-
form the inference. Then they broadcast the results to the rest of the network. They
also share the ML data used as transactions, which are recorded on the blockchain.
It ensures that all nodes can verify the authenticity of the data. In this section, we
first discuss the importance of incorporating dynamic features and explain why their
use necessitates the introduction of supervisor nodes. We then describe the specific
responsibilities of these supervisors and outline their selection process.

3.3.1 Importance of Dynamic Features

Battery life is one of the most critical concerns in IoT devices. These devices are often
deployed in environments where recharging or replacing the battery is not a practical
or reliable process. For example, IoT nodes used in environmental monitoring can be
placed in remote locations with no direct access to energy sources, making frequent
battery replacement unfeasible [243]. In such dynamic and demanding conditions,
devices can experience premature battery failure, leading to unexpected shutdowns
[244]. Beyond just the current battery level, other features also affect the availability
of a node. These may include residual energy capacity, charging rate (if energy har-
vesting is possible), duty-cycle behavior, or even thermal conditions that affect power
efficiency. Monitoring such energy-related characteristics provides a more accurate
picture of the reliability of the node.

In addition to energy constraints, network-related features also play a decisive role.
For example, in a wireless environment, reduced bandwidth or intermittent connec-
tivity can make certain nodes temporarily unreachable, regardless of their energy
state. Moreover, not all nodes are equally motivated to participate in block produc-
tion. A nodemight prioritize other essential tasks, such as continuous sensor readings
or data aggregation, over the resource-intensive process of block generation for a par-
ticular period. To conserve energy, nodes can also switch to low-power states such
as sleep, hibernation, or deep sleep. Therefore, it is crucial not only to understand
the energy status of IoT devices but also to account for their willingness and ability to
participate in block production at a given time.

Hence, beyond the general fixed configuration features, it becomes essential to take
into account these dynamic attributes of the IoTnodes. Since such characteristics vary
over time, they must be assessed immediately before the selection of block producers.
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Relying on a full network-wide broadcast, where every node shares its state with all
others, would introduce significant communication overhead and waste energy. To
address this, we introduce a rotating group of supervisors. While the current set of
block producers is active, these supervisors gather the latest features and interests of
other active nodes. For simplicity, we refer to thismessage sent by active nodes, which
includes their current state data, as an interest message. Using these collected data,
they then apply the most recent ML model to perform inference, ensuring that the
selection of the next block producers reflects the real-time conditions of the network.
This result is shared with the rest of the network.

3.3.2 Inference By the Supervisors

At any given time in our consensus mechanism, a group of block producers operates
in a randomized order to generate blocks. Alongside them, a set of supervisors, who
are selected together with the current block producers, collect the interests of other
active nodes that are capable to participate in the next round of block production. Su-
pervisors for the next round are also chosen from this pool of active nodes. However,
the system can be configured to allow nodes to express interest specifically in becom-
ing supervisors if required. In either case, the current supervisors continuously gather
interest messages throughout the entire duration of block production. Once the final
block producer in the group has completed its task, the supervisors execute inference
using all the accumulated interest data. They can reliably determine this moment be-
cause each block producer, after finishing its block, broadcasts it to the network. By
counting these broadcasts, supervisors know when the last producer has finished.

After the supervisors perform the inference at the end of the block production cycle,
they obtain a ranked list of nodes based on their scores. This result is then shared
with the rest of the network. For efficiency, the supervisors may share only the list
of selected nodes if the system permits. All nodes in the system receive a copy of
the inference result from every supervisor. Ideally, there should be no variance in
these results. If discrepancies occur, nodes accept the result that is most consistent
across supervisors. To strengthen security, an additional safeguard can be applied
where nodes accept a result only if it matches the majority of supervisors, rather than
simply the closest match. If the majority condition is not met, a backup group of
supervisors or some other methods is activated to provide the inference result. The
exchange of information between active nodes and supervisors takes place in the form
of transactions, which ensures that authenticity can be verified. Furthermore, the
data used by supervisors to perform inference is also stored as transactions on the
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Figure 3.5: Illustration of the duties of supervisor nodes during their term. Selected
supervisors collect the feature values of active nodes while the current block producers gen-
erate their blocks. Once the last block producer completes its task, the supervisors perform
inference using the collected data, broadcast the results to the network, and hand over respon-
sibilities to the next set of supervisors. Note that the actual duration is not to scale.

blockchain. This provides an immutable record, enabling any node to verify that the
supervisors relied on authentic and validated data when carrying out the inference.
Figure 3.5 reveals the responsibilities of supervisors in form of duty cycles.

The introduction of multiple supervisors is intended to add robustness to the system.
Although the supervisor nodes are carefully selected based on high trust, reliability,
and current availability, there is always the possibility that one or two can fail or be-
have maliciously. However, the likelihood that a majority of supervisors do so at the
same time is extremely low. For this reason, choosing a small group of highly reliable
supervisors provides a practical balance between security and efficiency. We recom-
mend keeping the number of supervisorsmostly constant as the total number of nodes
in the system increases. This design ensures that the supervisor count remains a small
fixed factor and prevents the communication complexity from approaching quadratic
growth, whichwould occur if the number of supervisors scaled directly with the num-
ber of nodes. Additionally, fixed supervisor count means the likelihood of risky nodes
being selected is also low. A suitable way to achieve this can be through the use of a
logarithmic function. As shown in Table 3.2, applying a logarithmic growth pattern
with realistic sizes of an IoT system keeps the number of selected supervisors within
a manageable range.
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3.3.3 Ensuring Use of Authentic Data

Two key concerns may arise with respect to the authenticity of the data used. First,
the data sent by the active nodes can be falsified. For example, a node with low bat-
tery charge may deliberately send fake data claiming to have a high charge. Without
system logs, there is no straightforward way to verify this. Second, supervisors them-
selves may misbehave by manipulating the data provided by active nodes and using
forged values to select block producers of their own choice. In any trust-based de-
centralized system like blockchain, the primary incentive for honest behavior comes
from the promise of meaningful rewards or from the threat of punishment and ex-
clusion from future participation [245]. However, this requires a verifiable way for
the rest of the network to detect misbehavior. Our consensus mechanism addresses
these concerns by leveraging existing blockchain features, which ensure that addi-
tional overhead is kept minimal.

In our design, data exchanged between supervisors and active nodes is treated as stan-
dard blockchain transactions. Each submission is signed digitally, ensuring authen-
ticity and giving active nodes a verifiable copy of what they sent. Supervisors, when
submitting their inference results, also record the ML data they used as one or more
blockchain transactions. This allows any node in the network to confirm that its orig-
inal signed data was indeed used in inference. If a supervisor is challenged and found
to have tampered with the data, it loses trust and is permanently excluded from fu-
ture selection. This creates a strong incentive for supervisors to not misbehave. For
general nodes, exaggerating their data also carries consequences. If such nodes fail
to produce blocks due to low energy or other inconsistencies, their credibility within
the blockchain is diminished. Over time, this loss of trust reduces their influence and
role in the system, ensuring that honest behavior is consistently rewarded.

Allowing nodes to send their data throughout the entire block production cycle does
not create a significant risk of outdated information. This is because the number of
block producers is determined using a square root function, which keeps the group
size moderate and avoids long delays. Moreover, since data exchange is spread across
the whole production cycle, it does not impose a heavy short-term load on the net-
work. A similar concern may arise during the initial selection of block producers,
since nodes express interest before block production begins. However, the reasoning
remains the same. The time window is narrow, and any chance of short-term changes
in node states is handled by the ML model. If the condition of a node appears to be
unreliable, the model ensures that such nodes are not selected. The model achieves
this through continuous fine-tuning with the data of system it is deployed, which en-
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ables it to adapt to changing conditions and remain aligned with the length of each
block production cycle.

3.3.4 Next Supervisors Selection

For proper decentralization, no node in the system should be allowed to hold a role
for an extended period of time. Therefore, supervisors are also required to rotate. The
duration of a supervisor’s role lasts only until the current group of block productions
is completed. At that point, the supervisors run ML inference to select both the next
block producers and the next set of supervisors. This design allows for alternative ap-
proaches. The expression of interest to become a supervisor by active nodes may be
kept separate from the interest message for block production, or both may be com-
bined. If they are different, two separate inferences can be run with the same model,
or even with two distinct models. On the other hand, if the same model is used for a
single inference, stricter conditions can be applied for supervisor selection, such as re-
quiring a certain degree of trust or prior experience in block production. This ensures
that newly joined nodes cannot immediately assume the critical role of supervisor.
Unlike block producers, supervisors do not require randomization since their tasks
are identical. As a result, the system can simply select the top-ranked nodes that sat-
isfy the stricter conditions for supervisors.

For our proposed mechanism, we suggest using a single interest message and a single
inference, with the additional requirement that a node must have served as a block
producer at least once. Active nodes send their interest message to the current set of
supervisors to become either a block producer or a supervisor. The supervisors then
run the inference and generate a sorted list of all active nodes. From this list, the top
𝑟 nodes that satisfy the conditions are selected as supervisors, while the next top 𝑚
nodes are chosen as block producers for the upcoming cycle. The number of super-
visors follows two-base logarithmic relationship with number of active nodes which
canbe considered just as constant relationship, as seen in Table 3.2. This process can
be formally expressed as:

𝑟𝑒𝑠𝑓𝑢𝑙𝑙 = 𝑀𝐿𝑙𝑎𝑡𝑒𝑠𝑡 (𝑑𝑎𝑡𝑎 , 𝑛)

𝑠𝑢𝑝𝑙𝑖𝑠𝑡 = 𝑟𝑒𝑠 . get_top (𝑟 , 𝑠𝑢𝑝_𝑟𝑢𝑙𝑒𝑠)

𝐵𝑃𝑠𝑖𝑧𝑒 = 𝑟𝑒𝑠 . get_top (𝑚 , 𝑛𝑜𝑡_𝑖𝑛_𝑠𝑢𝑝)

(3.3)

An issue related to supervisors is the potential deadlock in the system if a majority
of them fail. In such a case, all block producers may have already completed their
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blocks, which means that there is no ongoing block production, and the supervisors
are unable to select new block producers, causing the system to halt. This situation
can be handled in a manner similar to how block producer failures are addressed in
systems where duties are assigned to specific nodes. A recovery mechanism is trig-
gered if supervisors do not provide results within a predefined time. We propose two
alternative approaches to handle this, depending on the system design. The first ap-
proach is to select one or more groups of backup supervisors during each cycle. These
backup supervisors remain inactive unless the primary supervisors fail, in which case
the backup group briefly collects interest messages and runs the inference. The sec-
ond approach is to allow all nodes to run an emergency inference without dynamic
data, using fixed features such as reliability or trust that do not change. This elimi-
nates the need for supervisors in such situations. The block producers and supervisors
selected through this emergency process can thenmanage the system, after which the
normal election process resumes in the next cycle. Although these concernsmay raise
questions about the reliability of the system, the probability of such failures occurring
is extremely low. Nevertheless, these mechanisms ensure robustness and provide a
way to maintain continuity even in extreme situations.

3.3.5 Algorithm for Supervisors

The job of supervisors and how they perform it is shown in Algorithm 2. If a node
finds itself to be supervisors, then it collects the data from active nodes and at the
end of block production cycle, it performs inference with latest model which is then
broadcast to the rest of the network. The detailed description is as follows.

Assume Role (lines 1-5): If a node identifies itself as a supervisor, it assumes the role
and proceeds with the subsequent operations. Otherwise, it exits the function and
performs other tasks.

Interest Collection (lines 6-12): Supervisors collect interest messages sent by other
active nodes in the system and add them to the dataset used for ML inference. Each
message is digitally signed to ensure authenticity. This process continues until the
last block producer completes block production.

ML Inference (lines 13-18): After data collection, the number of supervisors and
block producers to be selected is determined. ML inference is then performed on the
collected data to generate a sorted list of block producers. The supervisors are also
selected as a disjoint set from the block producers.

Result Broadcast (lines 18-20): Supervisors convert the ML data used into
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Algorithm 2 Role Performance by Supervisor
Require: Supervisors List: 𝑠𝑢𝑝𝑙𝑖𝑠𝑡 , Latest Model: 𝑀𝐿𝑙𝑎𝑡𝑒𝑠𝑡
1: if this 𝑖𝑛 𝑠𝑢𝑝𝑙𝑖𝑠𝑡 then
2: assume_supervisor_role ()
3: else
4: return
5: end if
6: 𝑑𝑎𝑡𝑎 = { }
7: while last_block_production 𝑖𝑠 𝑛𝑜𝑡 done do
8: listen_for_interest()
9: if interest_received then
10: 𝑑𝑎𝑡𝑎 += signed_interest()
11: end if
12: end while
13: 𝑛 = 𝑙𝑒𝑛 (𝑑𝑎𝑡𝑎)
14: 𝑟 = 𝑙𝑜𝑔 (2 , 𝑛)
15: 𝑚 = 𝑟𝑜𝑜𝑡 (2 , 𝑛)
16: 𝑟𝑒𝑠𝑓𝑢𝑙𝑙 = 𝑀𝐿 𝑙𝑎𝑡𝑒𝑠𝑡 (𝑑𝑎𝑡𝑎 , 𝑛)
17: 𝑛𝑒𝑤_𝑠𝑢𝑝𝑙𝑖𝑠𝑡 = 𝑟𝑒𝑠 . get_top (𝑟 , 𝑠𝑢𝑝_𝑟𝑢𝑙𝑒𝑠)
18: 𝐵𝑃𝑠𝑖𝑧𝑒 = 𝑟𝑒𝑠 . get_top (𝑚 , 𝑛𝑜𝑡_𝑛𝑒𝑤_𝑠𝑢𝑝)
19: 𝑑𝑎𝑡𝑎𝑡𝑥𝑛 = convert_into_txn (data)
20: broadcast (𝑑𝑎𝑡𝑎𝑡𝑥𝑛 , 𝑛𝑒𝑤_𝑠𝑢𝑝𝑙𝑖𝑠𝑡 , 𝐵𝑃𝑠𝑖𝑧𝑒)

blockchain-compatible transactions and broadcast the results along with this data to
the rest of the network.

3.4 Ensuring Fair Participation

In a properly fair system, all honest nodes should have equal opportunities to partici-
pate. New nodes should also have a reasonable chance to demonstrate their capabili-
ties once they have been part of the system for a sufficient period. The high levels of
trust of older nodes can disproportionately inflate their scores, reducing the opportu-
nities for newer nodes. To address this, we design a set of unique features specifically
aimed at preventing repetitive selection, some of which are integrated with the ML
model, making the approach suitable for ML-based consensus. Specific systems can
add or remove features as needed. Our handling of missing performance data fur-
ther ensures that new nodes are given a fair chance to participate. In this section, we
discuss these novel features and how they can be calculated.
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Figure 3.6: The behavior of different functions with increasing node duration in the system.

3.4.1 Longevity Probability

A node should be rewarded for remaining in the system for a sufficient duration. Un-
less the node engages in any misbehavior, which is detected through performance
related features, its probability of selection should increase with the time it has been
in the system. However, if this probability continues to growwithout limit, new nodes
would have little to no chance of participating. Therefore, the probability must reach
a maximum after a certain duration. This ensures that new nodes are not unfairly de-
prioritized once they have been in the system long enough. Figure 3.6 illustrates how
several of these functions behave as the input duration increases and showswhen and
how they reach their maximum.

The capped linear function increases linearly up to a certain duration, after which
it reaches a maximum value and remains constant. This ensures that nodes are re-
warded for participating in the system while preventing excessive advantage for long-
term nodes, giving all nodes equivalent recognition in each round. The exponential
saturation function rises quickly at first and then gradually flattens as time increases.
This behavior allows nodes to gain substantial credit early on, while preventing their
probability from growing indefinitely. The sigmoid function increases slowly at the
beginning, accelerates near a midpoint, and then gradually approaches its maximum
value. This provides a smooth balance, giving new nodes a fair chance but not after
just joining. The equations for these functions are given below, where the parameter
𝑘 controls the rate of growth and the point at which saturation occurs:
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Sigmoid: 𝑓sigmoid(𝑡) =
1

1 + 𝑒−𝑘(𝑡−𝑡0)

Exp. Saturation: 𝑓exp(𝑡) = 1 − 𝑒−𝑘𝑡

Capped Linear: 𝑓capped(𝑡) =
⎧

⎨
⎩

𝑘 ⋅ 𝑡 if 𝑡 < 𝑡cap
1 if 𝑡 ≥ 𝑡cap

(3.4)

In our case, we suggest the use of the sigmoid function. Very early on, nodes in the
system should not be rewarded too much, unlike in the capped linear or exponential
functions. The sigmoid provides a relatively low score for nodes at the beginning.
At the midpoint, when they have demonstrated sufficient longevity, they should be
rewarded at a higher rate for remaining in the system,while stillmaintaining a relative
score compared to nodes that have been in the system for a long time. Using the
sigmoid ensures all of these properties. The value 𝑘 can be selected based on the
system requirements. Additionally, using ML provides a unique opportunity in this
case. The value of 𝑘 can even be treated as a feature of the ML model, allowing the
model to learn and adjust it according to the evolving needs of the system.

3.4.2 Starvation Duration

Simply being in the system for a long time does not mean that a node has produced a
block or has not produced a block. The starvation duration feature ensures that nodes
that have not had the opportunity to produce a block see their chance increase steadily,
while nodes that have produced recently are not prioritized. Starvation duration is
an integer value that increases by one each time a node expresses interest in block
production but is not selected. If a node expresses interest and is selected, this value
is reset to 0. Therefore, the node that most recently produced a block will have a
starvation duration of 0. On the other hand, this duration decreases by one, down
to a minimum of 0, each time a node does not show interest. This ensures that if a
node is inactive for an extended period, possibly due to energy or network issues, its
starvation duration is reduced, reflecting a lower probability of selection due to their
potential unreliability. The calculation for each node is as follows:

𝑆𝐷 (𝑛𝑜𝑑𝑒𝑖) =

⎧
⎪

⎨
⎪
⎩

𝑆𝐷 (𝑛𝑜𝑑𝑒𝑖) + 1 if 𝑎𝑐𝑡𝑖𝑣𝑒 and 𝑛𝑜𝑡 𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑

0 if 𝑎𝑐𝑡𝑖𝑣𝑒 and 𝑖𝑠 𝑠𝑒𝑙𝑒𝑐𝑡𝑒𝑑

max (𝑆𝐷 (𝑛𝑜𝑑𝑒𝑖) − 1 , 0) if 𝑖𝑛𝑎𝑐𝑡𝑖𝑣𝑒

(3.5)
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The starvation duration increases linearlywithout any saturation, unlike the longevity
score. This is because the longer a node waits, the higher its probability of being se-
lected should be. A low value for a recent block producer, combined with an increas-
ingly high value for a node that has waited longer, ensures fair avoidance of repetitive
selection. For new nodes, the starvation duration starts at 0 upon joining and grad-
ually increases as they express interest in block production. This treats them in a
manner similar to that of older block producers, increasing their probability of se-
lection linearly over time. Alternatively, an exponentially increasing function could
be used instead of a linear increase. This would facilitate an even higher probabil-
ity of selection for nodes that have waited longer, further emphasizing fairness. Note
that this feature is not naturally in the range 0 to 1, which is often preferred for su-
pervised models that are sensitive to feature scales. Unlike categorical features that
can be converted using one-hot encoding, integer features such as starvation dura-
tion are usually normalized or standardized before being used in such models. This
is discussed in Section 3.5.4.

3.4.3 MeanML Score

Each time an active node expresses an interest in participating in the block production
process, the MLmodel predicts a score for it. This score, generally in the range of 0 to
1, indicates the suitability of the node. For each active node, this predicted score can be
used as a feature, providing a unique signal without introducing additional overhead
to design anew feature. Overmultiple rounds, a nodemay receive predicted scores but
may not be selected. Instead of discarding these values, they are accumulated and the
mean is computed to generate the feature value. To avoid storing every single score,
we maintain the current mean (𝑚𝑙-𝜇) and a counter of the number of predictions (𝑐)
for the node. To update the mean with the latest predicted score 𝑠latest, we multiply
the current mean by 𝑐, add the new score, and divide the sum by 𝑐 + 1. The counter 𝑐
is then incremented by 1. The equation is as follows:

𝑚𝑙-𝜇new =
𝑚𝑙-𝜇current ⋅ 𝑐 + 𝑠latest

𝑐 + 1
𝑐new = 𝑐 + 1

(3.6)

If a node is not active, itsmeanML score value remains unchanged. This slightly com-
pensates for the negative effect in the starvation score of not participating . Treating
the score as 0 and incrementing 𝑐 would reduce and saturate the mean too much if
the node remains inactive for an extended period. Therefore, resetting both the mean
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value and 𝑐 to 0 is preferable to simply increasing 𝑐 by 1. Specific use cases can choose
the behavior according to their requirements. When a node is selected as a block pro-
ducer, its mean ML score value is reset to 0. In this way, the feature rewards nodes
for not producing a block for a long time while maintaining a high score. The sum
of the scores can also be used as a feature, either separately or in place of the mean.
This sum can function as a starvation score that does not reset when the node does
not participate.

3.4.4 Missing Performance Data

Nodes that do not yet have any experience in block production naturally start with
performance-related features at zero, which reduces their chance of being selected.
In our system, the participation of new nodes is supported through two mechanisms.
The first is the use of the fair participation features described earlier. The second is
the selection of a group of nodes as block producers. Even if it is very difficult for a
new node to achieve the top-most rank, the repetition-avoidance feature allows them
to still be included within the selected group, since selection is not limited to only the
top node. Additionally, another possible approach that can be used is to artificially
inflate the missing performance data in some controlled manner.

Some values cannot and should not be adjusted, such as the number of blocks pro-
duced or the average block production time. A node that has produced at least one
block should not receive less credit than a node that has never contributed. How-
ever, such features can be balanced with complementary measurements, such as the
count of failed block production attempts, where machine learning can also deter-
mine the extent of punishment. Other features, on the other hand, can be adjusted.
For example, a trust score may be calculated in a non-linear manner, incorporating
both positive and negative feedback, similar to EigenTrust [246]. In any case, for ma-
licious or misbehaving nodes, these feature values naturally remain low. Therefore,
instead of initializing the values of new nodes at very low levels, a systemmay choose
to start them at a mean or default value that is higher than malicious nodes but lower
than fully trusted ones.

3.5 Formulation of the Consensus MLModel

Up to this point, themachine learningmodel has beenpresented as a supervised learn-
ing framework that integratesmultiple features to generate a final suitability score. In
this section, we examine the internal architecture of the model in greater detail, out-

69



lining the functional roles of its components and their contributions to the overall pro-
cess. The potential features are identified and systematically categorized, followed by
a discussion on the procedures required to preprocess and prepare them for effective
training.

3.5.1 Supervised Learning Problem

Supervised learning is a fundamental paradigm inmachine learning inwhich amodel
is trained using labeled data [247]. Formally, the training dataset is defined as follows:

𝒟 = {(𝑥𝑖, 𝑦𝑖)}𝑁𝑖=1, (3.7)

where 𝑥𝑖 ∈ ℝ𝑑 represents the input feature vector of dimension 𝑑, 𝑦𝑖 ∈ 𝒴 denotes the
corresponding output label, and 𝑁 is the number of training samples. The learning
task involves approximating an unknown target function 𝑓 ∶ ℝ𝑑 → 𝒴 by learning
a hypothesis function ℎ(𝑥; 𝜃) parameterized by 𝜃. The optimization objective is typi-
cally expressed as:

𝜃∗ = argmin
𝜃

𝑁∑

𝑖=1

ℒ
(
𝑦𝑖, ℎ(𝑥𝑖; 𝜃)

)
+ Ω(𝜃), (3.8)

where ℒ is a loss function that measures prediction error and Ω(𝜃) is a regulariza-
tion term to control model complexity and punish excessive weights. Depending on
the choice of model, ℒ and Ω(𝜃) may take different forms, such as the 𝓁1-norm in
Lasso, the 𝓁2-norm in Ridge regression, or more advanced penalty terms in ensemble
methods like Gradient Boosting (e.g., XGBoost).

In the context of our proposed consensusmechanism, this supervised learning formu-
lation is applied as a regression-based ranking problem. Each node 𝑗 ∈ {1, 2, … ,𝑁}
is associated with a feature vector 𝑥𝑗 ∈ ℝ𝑑 that captures all types of attributes. The
model produces a real-valued prediction 𝑦̂𝑗 = ℎ(𝑥𝑗; 𝜃), where a higher score reflects
greater suitability for block production. Once trained, nodes are ranked by their pre-
dicted scores, and a subset of top-ranked nodes is selected as block producers.

3.5.2 Model Structure

The general structure of supervised learning involves training a single model using all
available features, where themodel learns weights for each feature in order to achieve
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(a) Full Combined Model (b) Stacked Ensembled Model

Figure 3.7: Comparison of two variations of supervised model structures for ranking
nodes. The left model uses all features in a single model, while the right model combines
multiple sub-models trained on distinct feature groups. Other features can be grouped differ-
ently depending on the use case. We recommend the right variation for best performance.

the best possible predictions. However, when awide variety of heterogeneous features
are included, such as features representing performance, reliability, and fairness, the
model’s effectivenessmay be reduced due to conflicting objectives or complex interac-
tions among features [248]. In such cases, it can be advantageous to divide the feature
space into separate groups, train dedicated models for each group, and then combine
their outputs through a higher-level model. This approach effectively decomposes the
learning task and can be seen as a simplified ensemble method [249], resembling the
layered structure of a neural network but in a more modular form.

Figure 3.7 illustrates two variations of the supervised regression model for ranking
nodes. The first model, shown in Figure 3.7(a), takes all features as input into a sin-
gle supervised regression model, where each feature contributes directly to the pre-
dicted suitability score. This approach is simple and straightforward but may strug-
gle when the feature set is heterogeneous, as conflicting objectives or interactions
among performance, reliability, and fairness-related features can reduce predictive
effectiveness. The second variation, shown in Figure 3.7(b), uses a stacked ensemble
approach, where features are grouped based on their type or purpose, and separate
sub-models are trained for each group. The outputs of these sub-models are then com-
bined through a higher-level model to produce the final node ranking. This decompo-
sition allows the model to capture different aspects of node behavior more effectively,
improves robustness to feature interactions, and provides a modular framework that
can adapt to changes in feature design or importance. Overall, the ensemble approach
can offer better generalization and fairness in node selection, as it combines multiple
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models to reduce bias and improve robustness against individualmodel errors. In con-
trast, the single-model approach provides simplicity, lower computational overhead,
and easier implementation.

3.5.3 Features to Learn

With our proposed approach, the number and types of features are modular and can
be adjusted according to the specific use case, highlighting the flexibility and appli-
cability of the consensus mechanism. This allows deployment of unique features tai-
lored to a particular scenario. For example, in an environmental monitoring system,
features could include temperature, humidity, air quality, or soil moisture, which can
help estimate the probability of node disconnection or failure due to environmental
hazards.

The general features we propose include performance-related ones, which track
past performance and apply punishment for misbehavior; reliability and availability-
related features, which assess current and overall hardware and network conditions
that may reduce node availability and block production probability; and fair partici-
pation features, which prevent repetitive selection of the same nodes and allow new
nodes to join. Although we recommend including these features in all systems, they
can be excluded if not required. If no reliability features are needed, the use of su-
pervisor nodes is not necessary, as each node can independently run the inference
with the same inputs andmodels to produce identical results, requiring no additional
communication. Then, this approach would be similar to PoEM [10], with the main
differences being the selection of a node group and mechanisms to facilitate partici-
pation of new nodes.

The extended list of potential features across different categories is presented in Ta-
ble 3.3. The purpose of the table is to be comprehensive by including virtually all rele-
vant types of features for completeness. Additional features can be designed according
to specific requirements, and some can be omitted if not needed. One noteworthy cat-
egory not previously discussed is the Block Content Features. These features capture
information related to the content of previous blocks or the blocks yet to be produced.
Although they do not directly measure the inherent capability of a node as a block
producer, including them can introduce a small degree of variability among the top-
ranked nodes without significantly compromising fairness. Moreover, Block Content
Features can help personalize block producer selection for specific blocks. Since the
content features can differ for each block, using the same model with the same set of
other inputs can still produce slightly different groups of block producers for different
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Table 3.3: Extended List of Potential Model Features

Category List of Possible Features

Past Performance
Features

Successfully Produced Block Count, Average Block
Time, Failed BlockGenerationCount, Reputation Score,
General Trust Score, Supervisor Role Count, Model
Training Data Contribution

Hardware
Availability Features

Remaining Battery Life, Energy Harvesting Rate, Power
Charging, Current CPU Usage, Remaining Memory
Storage, Free CPU Cores, Power Consumption

Network Availability
Features

Bandwidth, Throughput, Latency, Packet Loss Rate,
Connection Stability, Signal Strength, Link Quality, Net-
work Availability Ratio

Configuration
Reliability Features

CPU Power, CPU Frequency, Memory Size, Core Count,
Cache Size, Battery Power, Charging Capability

Fair Participation
Features

Starvation Length, Longevity Probability, Mean ML
Score, Cumulative ML Score, Selection Frequency, Join
Date

Block Content
Features

Timestamp, Transactions Size, Block Size, Content
Hash, Previous Block Hash, Transactions Hash

blocks. This variability makes predictingML outputs more challenging, which can be
advantageous in certain applications.

3.5.4 Data Preparation

In supervised learning, proper preprocessing of input features is crucial to ensure that
the model can learn effectively and that all features contribute appropriately to the
output [250]. Categorical features, which take values from a finite set of discrete cat-
egories, are commonly transformed using one-hot encoding. Given a categorical fea-
ture 𝑥𝑖 with 𝐾 possible categories, one-hot encoding represents it as a 𝐾-dimensional
binary vector 𝐯𝑖 such that:

𝑣𝑖𝑗 =
⎧

⎨
⎩

1 if 𝑥𝑖 belongs to category 𝑗,

0 otherwise,
𝑗 = 1, 2, … , 𝐾. (3.9)

This transformation allows the model to treat each category independently without
imposing an ordinal relationship that does not exist.
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For numerical features, standardization or normalization is often required to ensure
that all features are on a comparable scale. Standardization transforms a feature 𝑥𝑖 to
have zero mean and unit variance:

𝑥std𝑖 =
𝑥𝑖 − 𝜇𝑖
𝜎𝑖

, (3.10)

where 𝜇𝑖 and 𝜎𝑖 are the mean and standard deviation of feature 𝑥𝑖 across all training
samples. Alternatively, min-max normalization scales the feature to a fixed range,
typically [0, 1]:

𝑥norm𝑖 =
𝑥𝑖 − 𝑥min𝑖

𝑥max𝑖 − 𝑥min𝑖

, (3.11)

where 𝑥min𝑖 and 𝑥max𝑖 denote the minimum and maximum values of 𝑥𝑖 in the dataset.
Both standardization and normalization help prevent features with larger numeric
ranges from dominating the model training and improve convergence for gradient-
based optimization methods.

For the model in our consensus algorithm, applying these preprocessing steps is nec-
essary for several features. For example, signal strength may fall into discrete cat-
egories such as low, medium, or high. Such features should be transformed using
one-hot encoding. Other numerical features that are not naturally within the range
[0, 1] should be standardized or normalized. Hence, depending on the dataset, all
features need to be appropriately converted before training themodel and performing
the inference.

3.5.5 Continuous Training

The continuous learning concept of our consensus algorithm comes from training the
model with live system data. Throughout the system lifecycle, the ML model adapts
over time to provide a better selection of block producers that reflects the changing
needs of the network. At each block production cycle, some block producers success-
fully generate a block, while others fail or produce an invalid block. In either case,
a node with certain input features either succeeds or fails in block production. This
outcome serves as the label, while the features used during inference are treated as
inputs to retrain the model. Because this information is recorded on the blockchain,
it can be reused for training. Training may occur after each block producer completes
its task or after all producers in a cycle have finished. For efficiency and performance,
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we recommend training after a group of block producers has completed, since initiat-
ing training consumes resources [251] but the incremental improvement when using
just one individual block is minimal.

The training dataset can be represented mathematically by a matrix𝒟 as follows:

𝒟 =

⎡
⎢
⎢
⎢
⎢
⎣

𝑥11 𝑥12 ⋯ 𝑥1𝑑 𝑦1
𝑥21 𝑥22 ⋯ 𝑥2𝑑 𝑦2
⋮ ⋮ ⋱ ⋮ ⋮
𝑥𝑛1 𝑥𝑛2 ⋯ 𝑥𝑛𝑑 𝑦𝑛

⎤
⎥
⎥
⎥
⎥
⎦

.

Here, each row corresponds to a single block producer during a block production cy-
cle. The first 𝑑 columns of each row, 𝑥𝑖1, 𝑥𝑖2, … , 𝑥𝑖𝑑, form the feature vector describing
the state of node 𝑖 at the timewhen it was selected as block producer. The last column,
𝑦𝑖, serves as the label indicating the outcome of the node’s block production attempt.
A label of 1 is assigned if the node successfully produces a valid block, and a label of
0 is assigned if the node fails or produces an invalid block.

Our consensus algorithm ismost suitable for business-oriented use cases, particularly
those applied in BaaS IoT systems. Unlike cryptocurrency-focused mechanisms, the
main incentive here is to build trust in the system to maintain critical data in areas
such as healthcare, agriculture, smart cities, and environmental monitoring. These
use cases may operate on either private or public blockchains, and our consensus al-
gorithm is designed to support both. In private BaaS IoT systems, the training of our
consensus algorithm can be managed by an upper-layer server connected to the IoT
devices. This server does not store or process the blockchain data itself, which pre-
serves the benefits of a decentralized ledger, but it can still coordinate and control
the training process. In public BaaS IoT systems, where no upper server exists, train-
ing can instead be carried out through federated learning [252]. Several studies have
proposed methods to improve the security of federated learning [253], and our mech-
anism is flexible enough to adopt any of these approaches as required.

3.6 Initial Consensus Model Generation

At the very beginning of an IoT deployment, there is no reliable model available due
to the lack of sufficient training data, which makes accurate decision-making diffi-
cult. Therefore, it is necessary to design methods that allow the system to initialize
a model capable of making reasonable predictions from the start, even with minimal
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data or prior knowledge. In this section, we propose several solutions and initializa-
tion strategies that a system can use to address this challenge and effectively create an
initial model that can later be refined as more data becomes available.

3.6.1 Pre-trained Model

Investing resources to build a full machine learning model from scratch is rare these
days. Rather, a large number of real-world machine learning applications use trans-
fer learning approaches [254]. The idea of transfer learning is to take advantage of an
already trained machine learning model from related domains to achieve better per-
formance by slightly fine-tuning the model weights [255]. The usefulness of transfer
learning is especially evident in applications such as Natural Language Processing
(NLP), Speech Recognition, or Image Processing, where it is either practically impos-
sible or prohibitively expensive to collect sufficient amounts of training data [256].

The concept of transfer learning is inspired by the way people can apply previously
acquired knowledge to solve new problems more quickly or even with improved so-
lutions [257]. For example, a student who is proficient in C can learn languages like
C++ or Java, or even a quite different language like Python, much faster compared
to the time required to learn their first programming language. This is why, in formal
education at institutions such as universities, one language is typically taught thor-
oughly, while other languages are approached in an application-oriented way rather
than being taught in detail. This phenomenon is closely related to human psychol-
ogy. The first language learned by a child does not have any prior reference, but when
people learn a second or foreign language, they often try to connect it to the grammar,
words, and alphabets already acquired from their first language [258].

The cost of training supervised learning methods is relatively low, but the challenge
of data scarcity is still a problem that transfer learning can solve. This suggests that
a pre-trained model could be beneficial in our consensus algorithm, allowing it to
efficiently learn how to select a suitable block producer based on past experience in
different domains. For instance, an application using our mechanism in healthcare
could quickly fine-tune the model for agriculture-related tasks. Many performance-
related features may still have similar effects, with the main differences arising from
device types or domain-specific features. The most difficult part, however, is actually
finding a suitable pre-trained model. Real-world blockchain applications that incor-
porate machine learning are still limited, which means there are currently no readily
available models to reuse. Still, keeping this option in mind makes the consensus
mechanism more adaptable and future-proof.
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3.6.2 CustomModel

An alternative to using amodel pre-trained on real-world applications is to artificially
generate a custommodel, either in a simulation environment, bymanually annotating
randomly generated data, or by assigning suitable weights to each feature. While such
models may not perform as well as those pre-trained on real-world data, they can still
serve as a strong starting point if proper care is taken to replicate real-world conditions.
Over time, the custom model can adapt to the specific use case. A key advantage of
this approach is that the model can be tailored to the logic and requirements of the
target application from the very beginnin, something that may not always be possible
with a pre-trained model developed for different domains.

A proper simulation environment for an IoT-based blockchain platform would ide-
ally account for a wide range of variables. However, replicating every factor of the
real-world environment is practically infeasible. In most cases, simulations approxi-
mate reality by assuming reasonable or closely related values for many of these vari-
ables. Although not identical to a model pre-trained on the exact environment, such
simulated approaches can still be more effective than starting without a model at all,
as will be discussed in the following sections. The same applies to randomly gener-
ated datasets without labels. With sufficient manual effort and proper quality control,
these datasets can be annotated to include meaningful labels [259]. Typically, this in-
volves assigning labels to each data row, for instance, a binary label (0 or 1) to indicate
whether the annotator believes a node should act as a block producer. Additional la-
bels may be used to filter out rows with unrealistic feature relationships, which can
easily arise when data is generated randomly. For example, it would be unrealistic
for a node to have a poor trust score if it had never produced a block. Another possi-
ble approach is to directly manipulate the weights or decision-making process of the
machine learning model. However, this requires a deeper understanding of the in-
ner workings of the model, which can be particularly challenging for more complex
architectures, such as XGBoost.

3.6.3 Cold Startup

To address the challenge of achieving consensus before a machine learning model
has been trained with sufficient data, the concept of cold startup in the initial stage of
BaaS-based IoT systems was introduced in PoEM [10]. Their approach proposes tem-
porarily relying on existing consensus protocols such as PoW, PoS, or DPoS until the
system gathers enough data to train an effective model. Depending on the require-
ments of a given use case, an appropriate mechanism can be selected. The authors
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further argue that IoT systems can learn the operational characteristics of these tra-
ditional consensus mechanisms and subsequently improve upon them. In principle,
any rule based consensus mechanism can serve as a temporary solution during the
cold startup phase. This cold startup approach can also be seamlessly integrated into
our proposed consensus algorithm. However, a general drawback of this approach is
that the selected initial mechanismmay not always be well suited to the resource con-
straints of IoT devices. Nevertheless, in scenarios where developing a reliable custom
model is infeasible, a pre-trained model is unavailable, or the use case demands the
proven security guaranties of established consensus mechanisms, this strategy pro-
vides a practical and robust alternative.

3.6.4 Rule Based Mechanism

Most of the existingmechanisms are rule based and cold startup phase requires to use
these rule based consensus mechanism in the initial stage. One interesting alterna-
tive of this can be to use some rule basedmechanismwithout including any consensus
algorithms itself. These rule based mechanism still requires some small level of ran-
domness for security purposes. One such mechanism was proposed in the consensus
mechanism Period Proof of Stake (PPoS) by Anan et al. [86]. In PPoS, the selection of
the block producer follows a rule-based mechanism in which each node is assigned a
score that combines randomization, trust, and repetition values. During the selection
phase, each node 𝑖 receives a temporary random factor 𝑟 ∈ [0, 1]. The selection score
is then calculated as:

Score𝑖 = 𝑟 + 𝛽 ⋅
𝑇𝑖
𝑇max

− 𝛾 ⋅
𝑅𝑖
232

(3.12)

where 𝑇𝑖 is the trust value of node 𝑖, 𝑇max is themaximum trust value among all nodes,
𝑅𝑖 represents the repetition penalty for repeated selections, and 𝛽 and 𝛾 are scaling
factors that control the relative importance of trust and repetition. The node with the
maximum Score𝑖 is then selected as the block producer. After each round, the trust
values are updated based on performance: successful block producers receive an in-
crement in trust, while misbehaving nodes are penalized through a left-shift opera-
tion on their trust value, thereby reducing their likelihood of being selected in future
rounds.

A rule-based mechanism of this type ensures that block producer selection balances
trustworthiness and fairness whilemaintaining the ability to adapt to the dynamic be-
havior of a specific use case. It also provides greater flexibility to capture and reflect
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the behavior patterns of a particular application. For instance, rules can incorporate
current hardware states, which aligns with the design of our consensus mechanism
but is not commonly implemented in other existing protocols. Nevertheless, the ab-
sence of formal guaranties from established consensus mechanisms may introduce
potential security risks, which must be carefully considered.
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Chapter 4

Results and Analysis

In this chapter, we present both the theoretical and numerical analyses of our consen-
sus algorithm. We begin by examining its security aspects, analyzing various char-
acteristics that contribute to the overall security of the blockchain. Next, we study
its complexity in an asymptotic sense and compare the results with other consen-
sus mechanisms. We also evaluate the algorithm in the context of the CAP theo-
rem, discussing how it maintains the fundamental properties of a distributed system.
In the following section, we describe the setup used for the numerical analysis and
briefly outline the other consensus algorithms included for comparison, along with
the evaluation metrics applied. Finally, we present the results using line charts and
bar graphs.

4.1 Characteristics Analysis

Our consensus algorithm preserves the consistency and key advantages of existing
blockchain ledgers while enhancing the performance and security aspects of IoT net-
works. To understand this, it is first important to understand its characteristics with
theoretical results before diving into proper simulations. In this section, we first dis-
cuss how the proposed mechanism ensures security and the incentives that moti-
vate nodes to behave honestly. We then present a theoretical analysis, focusing on
the asymptotic behavior of block production, communication, and computational
complexity, along with relevant definitions. Finally, we examine how the algorithm
achieves decentralization and scalability compared to other consensus mechanisms,
and analyze its properties in the context of the CAP theorem.
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4.1.1 Security Analysis

Our consensus algorithm enhances the unpredictability of block producer selection
by introducing a “black-box” mechanism that prevents participants from forecasting
or manipulating who will generate the next block. This design greatly increases ran-
domness and fairness in the selection process. As a result, both internal and external
adversaries face significant uncertainty, making it computationally infeasible to pre-
dict or impersonate the upcoming producer within the allowable time frame.

The protocol also reduces the motivation to launch 51% attacks or other malicious
behaviors by aligning system incentives with honest participation. In our consen-
sus algorithm, incentives and rewards are tied to the performance and trust scores
that nodes earn through their contributions to the machine learning model’s per-
formance component.Through a game-theoretic perspective, the interaction between
honest nodes and potential attackers can be represented as a mixed-strategy game. In
equilibrium, both parties achieve optimal expected returns, ensuring that no partici-
pant gains additional benefits from deviating unilaterally. This equilibrium condition
discourages attackers from attempting to dominate the network, as the cost and risk
outweigh the potential gain [260].

The utility analysis further demonstrates that rational nodes are incentivized to act
honestly under equilibrium conditions. The probability of malicious behavior de-
creases when honest nodes gain higher rewards for correctly identifying or rejecting
invalid blocks, and when the penalties for failing to do so increase. Conversely, reduc-
ing the rewards for accepting suspicious blocks or the penalties for rejecting valid ones
further stabilizes the system. In general, the model ensures that cooperative behavior
remains the most rational and profitable strategy for all participants, strengthening
both the security and reliability of the consensus mechanism.

4.1.2 Asymptotic analysis

Asymptotic analysis is the study of an algorithm’s behavior and resource requirements
as the input size approaches infinity, providing a theoretical measure of its scalability
and efficiency. In the context of our consensus mechanism, we analyze the time re-
quired to perform different aspects with an increasing number of inputs in the long
run. For this, we analyze three different definitions: block production, communica-
tion, and computing complexity. Block production complexity refers to howmany op-
erations are required to produce blocks, which in other wordsmeans selecting a block
producer, as one block is produced by one block producer. Computing time complex-
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Table 4.1: Asymptotic Complexity Comparison of Consensus Mechanisms

Consensus
Method

Consensus
Process

Block Producer
Selection
Complexity

Computing
Time

Complexity

Communication
Time

Complexity

PoW Computation 𝑂(𝑘) 𝑂(𝑏) 𝑂(𝑛)
PoS Computation 𝑂(𝑘) 𝑂(𝑏) 𝑂(𝑛)
DPoS Computation 𝑂(𝑘∕𝑐) 𝑂(𝑏) 𝑂(𝑛)
PBFT Communication 𝑂(𝑘) 𝑂(𝑏) 𝑂(𝑛2)
PoA Communication 𝑂(𝑘) 𝑂(𝑏) 𝑂(𝑛)
PoET Computation 𝑂(𝑘) 𝑂(𝑏) 𝑂(𝑛)
PoEM Model 𝑂(𝑘) 𝑂(1) 𝑂(𝑛)

DP-PoEM (ours) Model 𝒪(
√
𝑘) 𝒪(1) 𝒪(𝑛)

ity represents the computational consumption for each node to reach an agreement.
Finally, communication complexity indicates the amount ofmessage passing required
in general to reach consensus. The complexity of our consensus algorithm compared
to others is presented in Table 4.1.

The block producer selection complexity of all other consensus mechanisms is in the
order of 𝑘 because to select one block producer, the consensus is required to run once.
For example, in PoW, for one block producer selection, one nonce is required to be
found; in PoS, the staking lottery is considered once for each block producer; and
in PoEM, the ML model is run once to find the highest-ranked node to be selected
as block producer. For ours, as we select a group of block producers, this value is
lower than that of other consensus mechanisms. As we choose the number of block
producers as the square root of the total nodes, we present it as𝒪(

√
𝑘), but it can differ

slightly if a specific implementation chooses a different relation. Only for DPoS, it is
𝑘∕𝑐, as it chooses a group of delegates where the variable 𝑐 determines the specific
logic of group selection.

For computing complexity, the term 𝑏 depends on the specific consensus and is not
a direct representation of the same inputs, such as the number of nodes. For PoW, 𝑏
depends on the length of the hash; for PoET, it depends on the randomwait time; and
for PoA, it depends on trust calculation within the authority. For PoEM and our con-
sensus mechanism, DP-PoEM, it is constant because the computation only involves
running theMLmodel. The communication complexity of ours also remains the same
as that of other consensus mechanisms with linear complexity because the number of
supervisors is considered mostly constant. For PBFT, this is quadratic, as every node
is required to send messages to every other node.
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Table 4.2: Performance Comparison of Consensus Mechanisms

Consensus
Method

Decentralization Scalability CAP Adversary Tolerance

PoW High Low AP < 50% computing
PoS Medium Medium AP < 50% stakes
DPoS Low Very High CP < 50% stakes
PBFT Low Low CP < 33%malicious nodes
PoA Low Low AP < 50% faulty nodes
PoET Medium High AP < 50% faulty nodes
PoEM High High CP < 50% faulty nodes

DP-PoEM (Ours) High Very High CP < 50% faulty nodes

4.1.3 Performance analysis

The overall theoretical improvement of our consensus mechanism in terms of per-
formance is presented in Table 4.2. This table demonstrates the applicability of our
consensus mechanismwithin a BaaS-based IoT system. Overall, the scalability of our
mechanism is considered very high, similar to DPoS, as we select a group of block
producers instead of a single one, enabling better scalability with an increasing num-
ber of nodes. However, in DPoS, the use of a fixed set of nodes to select delegates
significantly reduces decentralization. In contrast, our approach maintains decen-
tralization comparable to more open mechanisms such as PoEM or PoW, where all
nodes can participate and be selected as block producers. Moreover, due to our fair
participation features, it can even be considered more decentralized.

We discussed the CAP theorem in the context of blockchain in Section 2.1.6, which
states that only two of Consistency (C), Availability (A), and Partition Tolerance (P)
can be fully maintained simultaneously. Table 4.2 presents how different consensus
mechanisms, including ours, align with these characteristics in blockchain systems.
All blockchain-based consensusmechanisms inherentlymaintain Partition Tolerance
due to the distributed nature of the network. Mechanisms such as PoW, PoS, and PoA,
which do not rely on a fixed set of entities to maintain consensus, generally prioritize
Availability over Consistency. In contrast, mechanisms like PoEM and DP-PoEM rely
on amodel-driven decision process that can delay availability to preserve consistency.
Similarly, DPoS depends on a fixed set of delegate nodes, leading it to favor Consis-
tency over Availability. Therefore, these mechanisms are better characterized as CP
systems rather than AP systems.

Similar to PoA, PoET, and PoEM, our consensus mechanism can tolerate up to 50%
faulty nodes. In most consensus mechanisms, the term “faulty nodes” represents
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the measure of adversary tolerance; however, this interpretation varies slightly across
different methods. For instance, in PoW, nonce calculations are performed in a dis-
tributed manner, so the security depends not directly on the number of faulty nodes
but on the proportion of total computing power controlled by adversaries—requiring
it to remain below 50%. Likewise, in PoS and DPoS, the system remains secure as long
as adversarial entities control less than 50% of the total stake in the network.

4.2 Experimental Settings

The full-scale simulation of blockchain systems remains an active area of research,
with several studies proposing methods to realistically simulate the performance of
blockchain consensus mechanisms within real-world network environments. Nu-
merous researchers have developed simulators aimed at modeling either the entire
blockchain or specifically its consensus component. BlockSim [261] is one such
blockchain simulator that enables discrete-event simulation of blockchain processes.
To focus more on the consensus layer, several dedicated consensus simulators have
also been proposed, including but not limited to SimBlock (2019) [262] and JABS
(2023) [263]. However, these simulators often suffer from limited customizability for
integrating new or unconventional consensus mechanisms and tend to face compati-
bility issues with evolving software environments due to poor maintainability. There-
fore, we developed our own numerical simulation framework to analyze and compare
the performance of our proposed consensus mechanism. In this section, we discuss
our simulation setup, the performance metrics used for evaluation, and briefly de-
scribe how the compared consensus mechanisms were modeled.

4.2.1 Simulation Environment

We developed a numerical simulation environment in Python 3.10 to analyze the per-
formance of our proposed consensus mechanism. An alternative would be to use
packet-level or event-driven simulation. The environment simulates a BaaS-based IoT
network, where each IoT node acts as a blockchain participant responsible for block
generation, message propagation, and model-based verification. To maintain unifor-
mity, all nodes are simulated as identical hardware entities, modeled after a dummy
IoT device configured with an Intel Core i7 processor (2.8 GHz) and 16 GB RAM. The
metrics are derived using closed-form probabilistic models, such as binomial success
probability for block producer selection and epidemic broadcast delay for message
propagation. To ensure fairness, the number of simulated nodes n is varied from 50
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to 1000 (i.e., 50, 100, 250, 500, 750, 1000), and each experiment is repeated 100 times,
with average values reported. Network parameters such as node online probability
and block producer failure rate are systematically swept to assess robustness.

4.2.2 Performance Metrics

To evaluate our consensus mechanism comprehensively, we use the following three
metrics.

AverageLatency (s): It ismeasured as the expected time required to successfully pro-
duce one block. This is determined by considering the time that a particular consen-
sus protocol takes to select a block producer, followed by the time the block producer
spends to successfully generate the block.

Computation Overhead: It is measured as the total expected computational effort
per node to participate in the consensus process. This effort generally includes block
producer selection and verification of the correct block. Depending on the specific
consensus mechanism, it may include hashing, staking, model inference, or other
computational tasks.

Active Participation Time (s): It is measured as the expected time a node actively
contributes to the consensus process. If a node is not selected as a block producer, or
knows it cannot be selected, it may remain inactive for a period, which is particularly
important for IoT devices seeking to preserve energy.

4.2.3 Compared Consensus Mechanisms

To evaluate our consensus mechanism, DP-PoEM, we compare its performance with
three historical consensus mechanisms and four state-of-the-art mechanisms:

PoW : Each node repeatedly calculates hash values by iterating through a nonce until
a difficulty target is met, which we set to 5 (number of leading zeros). The first node
to find a valid nonce produces the block.

PoS: Similar to PoW, but selection is based on stake rather than computation. It works
like a lottery system, where each node holds “tickets” proportional to its stake, giving
nodes with higher stakes a higher chance of being selected as the block producer.

PBFT: Typically used in permissioned blockchains, PBFT reaches consensus through
a three-phase message exchange process among all participating nodes.
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DPoS: Nodes with the highest stakes elect a group of delegates, and only the selected
delegates are eligible to produce blocks.

PoA: A simplified variant of PBFT that requires fewer message exchanges, making it
more efficient for permissioned settings.

PoET: Each node in a trusted execution environment (TEE) is assigned a randomwait
time, and the node with the shortest wait time is selected to produce the block.

PoEM: A machine learning model, maintained in a distributed manner, selects the
node with the highest suitability score as the block producer. The model is incremen-
tally updated and run once for each block producer selection.

4.3 Results Analysis

In this section, we present the results of all performance metrics across the selected
consensus mechanisms. We first provide an overall comparison with all other con-
sensus mechanisms and then discuss PoEM in more detail, as it is another machine
learning-based consensus mechanism similar to ours. Finally, we briefly examine
how the consensusmechanisms perform in terms of average block production latency
under extreme conditions, such aswhen fewer nodes are online orwhen a larger num-
ber of nodes fail.

4.3.1 Performance Comparison with All Mechanisms

The performance in terms of computational overhead and active participation time
is illustrated in Figure 4.1. As shown in Figure 4.1(a), the computational overhead of
PoW is significantly higher than that of other consensusmechanisms due to the inten-
sive hash computations required. PBFT shows amoderate level of overhead, while the
remaining mechanisms exhibit relatively similar performance. Our consensus mech-
anism achieves slightly better results than others, primarily due to the efficiency of
the machine learning model and the reduced number of required computations. As
discussed in the following section, this leads to a marginal improvement over PoEM.
In terms of active participation time (from Figure 4.1(b)), the performance advantage
of our consensus mechanism becomes more evident. Because a group of block pro-
ducers is selected simultaneously, the overall participation time is reduced. Although
DPoS also employs a group-based approach, its round-robin operation makes it com-
paratively less efficient.

The performance in terms of average block production latency (in seconds) is shown
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(a) Computational Overhead (b) Active Participation Time

Figure 4.1: ComputationalOverhead andActive ParticipationTimeComparisonwith all con-
sensus mechanisms with increasing number of nodes.

Figure 4.2: Average Latency Comparison with all consensus mechanisms with increasing
number of nodes.

in Figure 4.2. Compared to other metrics, the latency values remain within a com-
parable range across all consensus mechanisms. This is why a line chart is chosen
to present the results instead of a bar graph, as it more effectively illustrates perfor-
mance trends. However, it is evident from the curve that our proposed mechanism
exhibits a slower rate of latency increase compared to others. This improvement is
primarily attributed to the selection of multiple block-producing nodes, a feature not
directly present in most other mechanisms. Additionally, increasing the size of the
producer groups further contributes to the reduction in latency. Since our consensus
mechanism maintains both security and decentralization, this analysis highlights its
superior balance of efficiency and robustness compared to other approaches.
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(a) Computational Overhead (b) Active Participation Time

Figure 4.3: Computational Overhead and Active Participation Time Comparison with PoEM
with increasing number of nodes.

Figure 4.4: Average Latency Comparison with PoEM with increasing number of nodes.

4.3.2 Performance Comparison with POEM

PoEM is another consensus mechanism that employs a machine learning model sim-
ilar to ours but follows a different design approach. Since our proposed mechanism
also integrates machine learning, we provide dedicated figures—Figure 4.3 and Fig-
ure 4.4—to enable a focused comparison between the two.

As shown in Figure 4.3(a), the computational overhead of both mechanisms is al-
most identical, which aligns with the general definition of this metric. Both require
machine learning inference, block verification, and related computations. The num-
ber of inference operations performed does not directly influence this metric. How-
ever, the active participation time for our proposed mechanism increases much more
slowly compared to PoEM, as illustrated in Figure 4.3(b). This is because, once the
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group of block producers is determined, non-selected nodes can remain inactive for a
longer period, conserving resources while maintaining system readiness.

In contrast, the average latency of PoEM increases almost linearly beyond approxi-
mately 250 nodes, as the time spent on ML inference becomes the dominant contrib-
utor to overall latency. This corresponds to the fact that PoEM computes a suitability
score for each new node individually. In our mechanism, however, the latency grows
muchmore slowly andnon-linearly, as the group size scaleswith the square root of the
total number of nodes, thereby reducing the impact of network expansion, as shown
in Figure 4.4.

4.3.3 Performance Comparison in Exceptional Environments

A robust consensus mechanism should be capable of maintaining stable and reli-
able performance even under difficult or exceptional network conditions. Although
such situations occur infrequently, they represent critical stress points that test the
resilience and adaptability of any distributed system. If a consensus mechanism col-
lapses or exhibits excessive delay under these conditions, it may lead to network stalls,
data inconsistency, or even temporary system unavailability. Hence, ensuring oper-
ational continuity in the presence of failures or partial outages is a vital indicator of
real-world applicability, especially for IoT-based blockchain networks where connec-
tivity and resource availability can fluctuate frequently.

Exceptional conditions can take various forms—from a few devices going offline tem-
porarily to widespread failures caused by environmental or infrastructural disrup-
tions. For instance, adverse weather events such as storms or heavy rainfall may re-
sult in power loss acrossmultiple IoT devices in a region, while network congestion or
gateway malfunction may disconnect several nodes simultaneously. To capture such
realistic failure patterns, we simulate a scenario where a certain percentage of nodes
become offline and analyze its impact on the average block production latency. It
is also important to note that a node may be offline not only because of permanent
failure but also due to deliberate energy-saving behavior, temporary maintenance, or
bandwidth optimization—common practices in IoT networks that prioritize energy
efficiency.

Figure 4.5 illustrates the average latency of different consensus mechanisms as the
proportion of online devices decreases. As the number of active nodes decreases, the
performance of PoEM and PoS deteriorates more rapidly, resulting in a significant
increase in latency. This is because PoEM relies primarily on static hardware-based
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(a) 95% Online (b) 90% Online (c) 80% Online

Figure 4.5: Average Latency Comparison with all consensus mechanism with when number
of online nodes decreases.

features of devices, which are not indicative of their current online status. Conse-
quently, offline devices can still be selected as block producers, further delaying block
generation—especially when the total number of nodes is low. In contrast, our pro-
posed consensus mechanism, DP-POEM, dynamically selects block producers based
on their real-time activity status. This adaptive selection process substantially reduces
the likelihood of choosing offline nodes, allowing the system to maintain efficient
block production even under stress. Therefore, our consensus mechanism demon-
strates strong resilience and reliability in exceptional operating environments.
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Chapter 5

Conclusion

In this work, we propose DP-POEM, a lightweight, machine learning-based consen-
sus mechanism that introduces a periodic consensus process through group-based
block producer selection and leverages dynamically changing features of IoT devices.
This design is particularly suitable for blockchain-enabled IoT platforms, especially
those utilizing BaaS frameworks. To efficiently manage dynamic features, we employ
a rotating set of supervisor nodes responsible for collecting and sharing device status
information. Furthermore, to ensure fair participation across the network, DP-POEM
incorporatesmechanisms that prevent repetitive selection of the same nodes while al-
lowing new nodes to gradually join the consensus process. The proposed mechanism
is theoretically analyzed in terms of security, consistency, and scalability, and its effec-
tiveness is further validated through extensive numerical simulations. The evaluation
results demonstrate that DP-POEM significantly outperforms existing consensus ap-
proaches in scalability, efficiency, and applicability to dynamic IoT environments.

Future work may explore alternative machine learning paradigms, such as unsuper-
vised or reinforcement learning, while maintaining a lightweight design to further
enhance the block producer selection process in dynamic IoT environments. Another
promising direction is the development of efficient methods for distributed training
and model generation across decentralized networks such as blockchain, reducing
the reliance on centralized computation. Additionally, future research could inves-
tigate adaptive consensus mechanisms capable of dynamically adjusting parameters
or switching strategies based on network conditions, node performance, and device
energy levels. Finally, new IoT-oriented consensus designs can be developed that in-
corporate energy optimization techniques directly into the consensus process, thereby
achieving higher energy efficiency without compromising security or scalability.
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